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1 Introduction

In this document we introduce PolarLAC (Polar Codes Enhanced Lattice Based Cryptosystem),
which comprises two public key cryptographic primitives based on the module learning with
errors (MLWE):

— PolarLAC.PKE.CPA: an IND-CPA secure public key encryption scheme;
— PolarLAC.KEM.CCA: an IND-CCA secure key encapsulation mechanism, which is obtained
by applying a variant of the FO transformation [23] to PolarLAC.PKE.CPA.

1.1 Relation to / Improvement upon LAC

To reduce the key and ciphertext sizes of lattice-based encryption while keep reasonable security
strength, the most intuitive approach is to decrease the modulus size. In 2017, Lu et al. presented
a bold attempt to use byte-level modulus, namely, ¢ = 251, in the design of LAC [28], which was
the smallest one among lattice-based candidates. LAC exhibited competitive performance and
entered the second round of NIST PQC project [29], and also won the first prize during the first
national algorithm design competition of China.

A limitation of LAC lies in its inaccurate decryption failure rate estimation. This issue is
further exacerbated under chosen-ciphertext attacks (CCA), where adversaries can amplify the
impact of inherent noise correlation via deliberate ciphertext pattern selection [22,[15]. Leveraging
a set of newly proposed techniques, PolarLAC overcomes the aforementioned limitation of LAC
while preserving its advantage of small moduli. Specifically:

— Modulus: In PolarLAC, we choose ¢ = 257 as a better trade-off between security, bandwidth,
and implementation efficiency. Compared with ¢ = 251 in LAC, the modulus ¢ = 257 is NTT-
friendly. Although this does not lead to a complete NTT decomposition for high-dimensional
rings, it naturally supports an incomplete NTT, whose remaining schoolbook multiplications
can be efficiently handled by optimized Karatsuba multiplication.

— Module-LWE: We construct PolarLAC based on module-LWE, which is widely conjectured
to provide stronger security guarantees than RLWE. Furthermore, we find that the corre-
lation between noise terms (e.g., e1(x)s(x)) is significantly suppressed under MLWE. This
is evidenced by significantly much lower decryption failure rates against adversaries with
identical computational budgets.

— Polar codes: Error correction is critical to ensure a competitive decryption failure rate when
we select small moduli and a code rate of 1/2. We select polar codes after a comprehensive
comparison among error-correcting codes of all kinds. It provides remarkable decryption
failure rates thanks to the successive cancellation decoding which makes use of the soft
information of the noise distribution. The hard-decision decoding of BCH misses this in-
formation. Moreover, polar codes gives a theoretical upper bound on decoding error rate.
Additionally, it intrinsically supports constant-time implementation.

— Error correlation: A key improvement over LAC lies in securing a sufficiently low decryption
failure rate in the CCA setting, where adversaries can exploit cross-correlations of error
coefficients to inflate decryption failure risks. We characterize the origin of these correlations
in the frequency domain [11], and deploy a spectral rejection sampling method to constrain
noise and secret polynomials via their spectral norms. This effectively suppresses samples
that would otherwise lead to excessive decryption failures. The upper bound on DFR is
derived by devising a virtual and i.i.d. Gaussian noise which is stronger than the trimmed
noise. The effectiveness of spectral rejection sampling, error correction are validated using
DFR attacks [22], and particularly a even more powerful attack we devised. Details of the
analysis are given in this proposal.

2 Preliminaries

In this section we first define several mathematical notations, then introduce backgrounds on
lattices and error correction codes.



2.1 Notations

Vectors and Matrices. Vectors are denoted by bold lower-case characters, such as a, and a'
denotes the transpose of a.

An m-dimensional vector @ = (ag, -+ ,am_1)%, where the a;’s are the components of a for
0<i<m.

For a scalar s and an m-dimensional vector a, s - a denotes that each component of a is
multiplied by s, i.e., s-a=(s-ag, - ,8 - am_1)".

For an m-dimensional vector @ = (ag," -+ ,am_1)" and a non-negative integer | < m, define
(a); = (ag, - ,a1-1)-

Vectors of the same dimension can add component-wise, e.g., for two m-dimensional vectors
a — ((l(), s ,am,l)t and b = (b(), s ,bmfl)t, a+b= (ao + b(), e Q-1 T+ bmfl)t‘

Given a and Z C [m], az is the subvector consisting of the entries of a indexed by Z, ordered
identically to a.

Matrices are denoted by upper-case characters, such as A, and A’ denotes the transpose of
A.

Norms. The length of vectors is measured with norms. For an m-dimensional vector x =
) . -1
(20, 1, oo, Ty—1)", its l;-norm is defined as |z[1 = >./"," |2;|; the ly-norm, also known as the

Euclidean norm, is defined as [|&[2 = /37" 2, or solely denoted as ||z||; the infinity norm is

defined as ||x||cc = max |z;].

Arrows. For aset S, z & S denotes that an element z is chosen from S uniformly at random.
For a distribution D, x <— D denotes that a random variable z is sampled according to the
distribution D. For an algorithm A, y < A(z) denotes that y is assigned the output of A on
input z.

Algebraic structures. Let R be real numbers, Q be rational numbers, and Z be integers. For
an integer g > 1, let Z, be the residue class ring modulo ¢, Z, = {0,--- ,q — 1}, and the half
of ¢ as ¢ = [4]. Define the ring of integer polynomials modulo 2™ + 1 as R = Z[z]/(z™ 4 1) for
an integer n > 1, and the ring R, = Z,[z]/(2™ + 1) denotes the polynomial ring modulo z™ + 1
where the coefficients are from Z,. The addition and multiplication of the elements in R, are
operated according to those of polynomials.

String operations. For two bit-strings s1,s2 € {0,1}*, denote their concatenation as s ||sz.
The length of a bit-string s is denoted as |s|. Sometimes, we treat bit-strings of length m as
m-~dimensional vectors. We use € to denote an empty string.

2.2 Distributions

The Uniform Distribution. The uniform distribution over a set X is defined as U(X). For

example, the uniform distribution over Ry is U(Ry).

The Gaussian Distribution. The normal Gaussian distribution is a continuous distribution
with probability density function:

po(z) = (V2r0) "L exp(—mz? /2n0?),

where o is the standard deviation.
The complex Gaussian distribution has a probability density function of

po(2) = (102) " exp(—|2[2/0?), z € C.



Ternary Distributions. In PolarLAC , three ternary distributions are used to generate the
noise and secret terms. We define the three distributions ¥, 4, ¥3/3 and ¥y /64 as follows.

Definition 1 (¥, ,4). It picks 0 with probability %, and +1 with probability % according to the

distribution ¥y ,4. It can be realized by sampling (a, b, c) & {0,1}3, and yielding (a — b) * c. The

mean value of W1,y is 0 and the variance is %.

Definition 2 (V3/5). It picks 0 with probability %, and £1 with probability % according to the

distribution W3 s. It can be realized by sampling (a, b, c, d) & {0,1}*, and yielding (a Ab) — (cAd),
where A is the AND operation. The mean value is 0 and the variance is 3/8.

Definition 3 (LT/H/M). It picks O with probability %, and +1 with probability % according to
the distribution W1y je4. It can be efficiently realized by the cumulative distribution table sampling.
The mean value is 0 and the variance is 11/64.

Random Sampling. We define an abstract algorithm Samp as the procedure of sampling a
random variable according to a distribution with a given seed:

x < Samp(D; seed),

where D is a distribution, and seed is the random seed used to sample x.

2.3 Module Learning with Errors

Currently, most lattice-based public key encryption schemes and key exchange protocols are
based on the learning with errors (LWE) assumption [33] and its variants. The proposed cryp-
tosystems in PolarLAC are based on the learning with errors assumption over modules (MLWE)
[26].

In PolarLAC, we denote by R and R, the 2n-th cyclotomic rings Z/(z" + 1) and Z,/(z™ + 1),
respectively. We use regular font to denote the polynomials in R or R,; the bold font is to denote
vectors or matrices of polynomials.

Definition 4 (MLWE). Let k be a positive integer and x be a distribution. For arbitrarys € R’;,

a module-LWE distribution ALY, —over RE x Ry is (a,b) for some a & R and b = a' s+ e
with e<—x. The search problem is to recover s with poly(n) many samples from Aé\?&x for some
arbitrary s € R’;. The decisional problem is to distinguish poly(n) many samples of U(Rf; x Ry)

M
from Ay .

Using standard techniques analogous to those in [30], one can prove that module-LWE, where
each entry of s is independently and identically distributed following the distribution of e, i.e.,
s < X, remains hard at the cost of losing a certain number of samples.

In our practical scheme, we only utilize a subset of samples from MLWE instances without
leaking any secret information. This design reduces the overall size of the scheme while incurring
nearly no loss of security. We formally define a new problem, denoted MLWER;j, which per-
forms filtering solely on MLWE samples without any auxiliary hints about the secret. Its only
distinction from the standard MLWE problem is an extra rejection sampling step applied to the
problem’s input samples.

Definition 5 (MLWERe;). Let Rej denote a rejection sampling filter over Rl; x Ry with re-
jection rate Mpe; for the uniform distribution U(R’; X Ry).

The search variant of MLWER.; receives polynomially many samples that are drawn from
Aé\gx and successfully pass through Rej, and requires recovering the secret vector s.

The decision variant of MLWEg.; receives polynomially many filter-passed samples, and
requires distinguishing whether these samples originate from AM _ or the uniform distribution

q7S$X
U(RE x Ry).



Standard cryptographic arguments imply that whenever Mge; < 1—1/poly(n), polynomially
many valid MLWERe; instances can be reliably obtained from polynomially many standard
MLWE samples, establishing a polynomial-time reduction from standard MLWE to MLWER;.
For our concrete construction, the adopted rejection rate Mge; is constant-order (1/O(1)), which
is far smaller than the threshold 1 — 1/poly(n).

2.4 Polar Codes

Polar codes, introduced by Arikan in 2009 [§], are the first class of channel codes that are provably
capacity-achieving for any binary-input discrete memoryless channel (B-DMC). The fundamen-
tal principle underlying polar codes is channel polarization. Specifically, for a block length N,
polar codes take N independent copies of a given channel W and apply a recursive polarization
transform to construct N polarized channels. As N increases, these polarized channels tend to
polarize towards two extremes: a subset becomes nearly noiseless with capacity approaching
1, while the remaining channels become almost completely noisy with capacity approaching 0.
This polarization phenomenon enables reliable communication by transmitting information bits
through the reliable polarized channels, while placing pre-shared frozen bits—e.g. all Os—on the
unreliable ones.

A Channel Model in KEMs. For KEMs where we expect to deliver 1 bit of message per
symbol (i.e. a symbol means +|q/2]), we can derive a channel W : {0,1} — Y which output
a noisy signal y € Y on some input X = 0/1. If there exists an permutation 7 on ) such that
P(y|lz = 0) = P(w(y)|x = 1), the channel W is said to be symmetric. Many noises of common

interest (e.g. additive Gaussian noise) give rise to symmetric channels. The Shannon’s capacity
of W is defined as below.

Definition 6 (Channel Capacity of a Binary Input Discrete Memoryless Symmetric
(BDMS) channel). Without loss of generality, we define the channel output Y over a discrete
support. The channel capacity is defined as

1 Wiylz
IWy=3% > ;Wl)log ;W(ym)glg)w(yll)’

yeY ze{0,1}

where W (y|z) is the probability of the channel of outputting y conditional on input x.

Channel Polarization. Assume we want to use the BDMS channel W for n = 2* times for
some integer k. Instead of sending u € {0,1}" independently, we could apply a transform G

on u where G = F®* where F = [1 0

1 1}, and F®* denotes the n-th Kronecker power of F. We

derive a combined channel as

Wy (ylu) = H W (yilx: = (u'G)y),
i€{1l,--,n}

given that there is an one-to-one mapping between x = u‘G and u.

Afterwards, we further split W,, into n synthesized channel as Wi {0,1} - Y x {0,1}¢1
whose transition probability is defined by

Wa(ylu) - P(u)

W (y, i |ug) = > Plw)

Uit1:0€{0,1}7—7

Theorem 1 (Channel Polarization). For any BMDS channel W, the synthesized channels
WT(LZ) polarize in the sense that, for any fized § € (0,1), as n goes to infinity through powers of
2, the fraction of indices i € {1,--- ,n} for which the Shannon’s capacity I( él)) € [0,9) goes
to1—I(w).
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The reliability of T(Li) will polarize simultaneously with I( T(LZ)) In KEMs, we concern more
about reliability than channel capacity. We give an example by heuristically apply polar codes
to LAC in NIST round 2.

Example 1. The LAC-128 is endowed with a parameter set of n = 512, a central binomial dis-
tribution v of parameter 1, and a modulus of ¢ = 251. If we heuristically deem the overall error
term r-e—ej - s+ ey to be Gaussian where, the r, e, e1, s < 1. The channel capacity and bit error
rate of the synthesized channel Wr(f) fori =1,--- ,n are depicted in Fig. [ll. It is observed that
the the overall channel capacity of LAC-128 is close to 1 bit per symbol. However, if we desire
a block error rate below 27128, we are suggested to transmit messages using the most reliable
synthesized channels. The union bound on the bit error rate of the selected synthesized channels
gives the DFR. It is also observed that the bit error rate exhibits a layered distribution after

several iterations of polarizations.
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Fig. 1: Channel Polarization of LAC-128 in NIST round 2.

Polar Encoding. To encode a message from the message space {0, 1} using polar codes, one
needs to select the most reliable [ synthesized channels whose indices forms a set Z C {1,--- ,n},
the so called information set. It complementary set is called the frozen set, denoted by F. The
messages are assigned to uz while we make ur = 0. Then polar encoding is done by x = u’G.
It takes polynomial time to calculate the reliability of all the synthesized channels [B4] and it is
done in a pre-computation phase.

Successive Cancellation Decoding and Block Error Rate. The most commonly used
decoding algorithm for polar codes is Successive Cancellation (SC) decoding with a complexity
of O(nlogn) [6]. For any B-DMC W, the block error rate (BLER) under SC decoding is upper-
bounded by:
BLER < Y BER(W),
ieT

where Z denotes the information set, and BER(W@)) is the bit error rate.

The SC decoding process is illustrated in Fig. JJ. For a polar code of length n, the SC decoder
receives the channel output y. It first decodes u; based on y, then decodes us using y and the
estimate of u;. More generally, the decoder estimates u; based on y and the previous estimates
U1, ...,U;_1, until all bits uq,...,u, are decoded. If the i-th bit is a frozen bit, its estimate is
directly set as 1; = 0; otherwise, if the i-th bit is an information bit, u; is obtained according to
a soft-decision decoding rule.

The detailed procedure is as follows.



Uy Bit Channel 1 Yin Decode i,
Uz Bit Channel 2 Vim, Uy Decode 1,
SR ey I ey B
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Fig.2: SC decoding process

For ¢ € {1,2,...,n}, after channel polarization, the transition probability of the i-th bit-
channel is given by W,(Li)(y, ui.;—1 | u;), The estimate ; of bit u; can be obtained sequentially
by comparing the transition probabilities W,(f) corresponding to 4; = 0 and 4; = 1.

For bit-channel index ¢ ranging from 1 to n, the estimate of each bit is determined as

o hl (Y7ﬁ1:i—1)7 { 617
0, ie F,

where i € F indicates that the i-th bit is a frozen bit, i.e., a bit predetermined by the legitimate
parties, and hence it is directly set as @; = 0. In contrast, ¢ € Z indicates that the ¢-th bit is an
information bit, for which the decision function is given by

0, LY (y,014-1) >0,

h’i 7ﬁ - = i
(y ! 1) {17 L’El) (yaﬁlzifl) < 0.

Here, the log-likelihood ratio (LLR) is defined as

_ Cy
LY (y,tu1) £ 1n (Wn CATERY O)> .

W (y, fyay | 1)

The LLRs can be recursively computed using the functions f and g as follows:
Lgiil) (Ya 1A1—1:2i—2) =f (LS/)2 (Y1:n/2v 1A1(1):Ul2di—2 @ ﬁivzezn—Q) ’LS/)2 (yn/2+1:m ﬁi?}zein—Q)) ’
L3 (y,.0i-1) = g (L’E:;2 (Y1:n /25 Wil o us’ ) 7L£Z)2 (Ynj241m, 05" 5) 7'[1421'71)
where we denote by a$%. ., the entries associated with odd indices. The functions f and g are

defined as
1 + ea—i—b

es +eb

g(a’7 b, us) = (_1)usa +b.

f(a,b) =1n ( ) ~ sign(a)sign(b) min{|al, |b|},

Here, sign(-) denotes the sign function, a,b € R, and us € {0,1}.

3 Design Rationale

The main goal of the current design is to construct a light-weight lattice-based key encapsu-
lation mechanism which balances reasonable security, compact bandwidth and implementation
efficiency.



3.1 Algebraic Structures

While its precedent LAC is based on RLWE, we base PolarLAC on MLWE which is deemed to
give a better balance between hardness assumption and efficiency. Moreover, dedicated attacks
that exploiting the algebraic structure of ideal lattices are less likely to apply to MLWE than
RLWE or NTRU. We define the module elements over the cyclotomic ring Ry, = Zg[z]/(z" +1).
To match the designated security strength of 128, 256, and 512 bits, we select the dimension of
the module to be £ = 2 and the dimension n of R, to be 256, 512 and 1024. The selected n’s
are powers of two, which is ideal for maximizing the efficiency of NTT.

3.2 Modulus

The choice of modulus is a pivotal factor in balancing security and performance, since the con-
crete security of (module-)LWE-based schemes is determined by the tuple (n,q, o), where n is
the dimension, ¢ is the standard deviation, and ¢ is the modulus. For fixed n and o, reducing
q generally increases the security margin against lattice reduction attacks and improves band-
width efficiency. In this respect, choosing g = 257 provides a favorable trade-off: it keeps the
modulus small while still supporting efficient NTT-based polynomial arithmetic. This advantage
is not shared by nearby alternatives. The modulus ¢ = 251 is NTT-unfriendly for power-of-two
cyclotomic rings, because ¢ — 1 = 250 does not contain a sufficiently large power-of-two factor to
provide the required roots of unity for radix-2 NTT decomposition. The modulus ¢ = 256 is also
unsuitable for standard NTT arithmetic over a finite field, since it is not prime. By contrast,
q = 257 is a Fermat prime with ¢ — 1 = 256, and hence admits power-of-two roots of unity. Al-
though this root structure may not allow a complete NTT decomposition for high-dimensional
polynomial rings, it enables an efficient incomplete NTT. The use of an incomplete NTT is not
merely a compromise. In highly optimized implementations, a fully decomposed NTT may leave
very small terminal blocks, for which the overhead of additional decomposition, data movement,
and function calls can outweigh the arithmetic savings. By stopping the transform earlier, the in-
complete NTT leaves moderately sized base blocks that can be handled efficiently using optimized
schoolbook, Karatsuba, or vectorized multiplication. Therefore, ¢ = 257 simultaneously offers
a small modulus for security and bandwidth, and a practical NTT-friendly structure that en-
ables high-performance polynomial multiplication through incomplete decomposition. The only
exception is for security category of 512, where we provide two parameter sets with ¢ = 257 and
q = 769, respectively. The set with ¢ = 257 gives a decryption failure rate of 27323; whereas the
other set with ¢ = 769 gives decryption failure rate of 27°4* and it supports partially expanded
NTT. Both achieve the security strength of 512.

3.3 Hardness Assumption

Let (a,b) € R’; x R, denote a standard MLWE sample instance. We formalize our modified
variant below.Uniform sampling over Ras¢ is significantly simpler than uniform sampling over
Ry57. To enable byte-sized representation of modulus ¢ = 257, we therefore generate the public
vector a over the module R3.; as a practical optimization. Additionally, to enable compact
byte-wise storage of the term b, we deploy a second rejection sampling routine during the key
generation phase of the PolarLAC scheme (with the PolarLAC-512* as the sole exception). This
secondary filter enforces that the number of coefficients equal to 0 or 256 within b does not exceed
a predefined threshold; if this bound is violated, the entire key generation process restarts. In this
way, we are able to represent every coefficient of b with a single byte as a compression method,
with a few bits appended to b for decompression.

These two rejection filters perturb the canonical module-LWE output distribution. To rigor-
ously analyze the security of our modified sampling procedure, we introduce the hard problem
module-LWEg,;. We further prove a polynomial-time reduction from the standard module-LWE
problem to module-LWERj, which holds whenever the overall rejection rate is bounded above
by 1 —1/poly(n). The formal definition of module-LWEgg; is provided in Definition [



3.4 Bit-Level Distributions

One caveat arises along with byte size modulus is that we need a precise control of the noises
and secrets. The ratio of noise magnitude (measured with the standard deviation o) over the
modulus ¢ is highly related to the security strength and the correctness of the proposed schemes.
To achieve a robust security strength while keep a sufficiently low the decryption failure rate,
we employ ternary distributions in PolarLAC.

3.5 Correlation of Decryption Errors

Correlations exist in the decryption errors of encryption schemes based on ring/module-LWE.
It basically arises from the products of polynomials over rings. A CCA adversary could amplify
the decryption failure rates at the cost of some computational effort. We found attacks of this
kind could be identified in frequency domain. We eliminate those attacks in three steps. Firstly,
we apply a technique, namely the spectral rejectoin sampling, which identified and filtered out
the extremely bad secrets and noise terms such that they are unlikely to give highly correlated
decryption error terms. Secondly, we devise a degraded channel which, different from the in-
dependent assumption in existing literature, can be deemed as a worse channel than what the
decryption error is distributed in real. Thirdly, we employ polar codes for error correction. It
gives competitive decoding capability thanks to the polarization phenomenon and soft-decision
decoding.

4 Description of the Cryptosystems

4.1 Public Key Encrytpion

The IND-CPA secure public key encryption scheme PolarLAC.PKE.CPA lays the foundation
of the entire PolarLAC. It comprises three algorithms:

— The key generation algorithm KG, as illustrated in Algorithm E
— The encryption algorithm Enc, as illustrated in Algorithm M.
— The decryption algorithm Dec, as illustrated in Algorithm [10.

PolarLAC.PKE.CPA is parameterized by the integers g, n, k, l,,,, d, and the ternary distribution
V14, W38 and W1y /64. Using the notations defined in section P, we give the description of key
generation, encryption, decryption and their subroutines as follows.

Subroutines. Denote by M the message space {0,1}!". Depending the parameter settings of
PolarLAC, we design a polar code Polar[l,, Z] which is uniquely determined by the code length [,
and information set Z C {0,1,--- I, — 1}. The subroutine PolarEnc takes the plaintext message
m as input, assigns it to the entries of the vector u associated with the information set Z,
and yields the codeword . After decryption, we derive a noisy version y of the codeword
1. The PolarDec takes the vector y € R!* as an input and calculates the likelihood ration
LR; = % of y; with respect to the distribution of decryption error. In this work, we find
a virtual worse version of the decryption error based on which the conditional probabilities and
the likelihood ratios are calculated. The likelihood ratios are passed to the successive cancellation
decoder [6,35] SCDecoder(y) which outputs m = wuz.

Algorithm 1 PolarEnc(m € M)

Ensure: An encoding 7 € {0,1}".
1:u=0

2: ur <~ miforZ C {0,1,--,l, —1}

3: m«+ u'G // G is the generator matrix
4: return m




Algorithm 2 PolarDec(y € {0,1}")

Ensure: A bit string m.
P(yi|m;=0 -
LR,L-:% fori=0,1,---,l,—1
u < SCDecoder(LR)
m < ur

return m

The subroutines Compr,(-), DeCompr,(-) convert between elements of Z, and Z,a for an
integer d, where 1 < 2¢ < ¢. To be specific, given = € ZLg,

x - 24

Compr,(z) = [ | mod 29,

and given y € Zqa, it gives that
q
DeCompry(y) = [y - 54]-

For x € Zjy, Compr,(x) (resp. DeCompr,(x)) means that Compr, (resp. DeCompr,,) is_applied
to x component-wise. The subroutines Compr,;, DeCompr,; are described in Algorithm J and
respectively.

)

Algorithm 3 Compr,(z € Z,)

Ensure: An integer y € Zga.
1y« [QdT"”j mod 2¢
2: return y

Algorithm 4 DeCompr(z € Zya)
Ensure: An integer y € Z,.
1y« [L7

2: return y

As in Definition a, the MLWERe; problem is defined by first drawing a polynomial number
of standard MLWE samples (a,b) € R’; X Rg, followed by a rejection sampling procedure. The
i-th entry a; of a is rejected if NTT;(a;) = ¢ — 1 for any index j € {0,...,n — 1}. The sampling
procedure for a is detailed in Algorithm §.

Algorithm 5 RejSampU(R,; seed)

Ensure: A sample a € R,
if ¢ = 257 then
repeat
NTT(a) < Samp(U(Zy); seed)
until ||allec <g—1
else
NTT(a) < Samp(U(Zy; seed)
end if
return a
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Observe that for identical input parameters, Algorithm H produces outputs following the same
distribution as Algorithm [, yet the latter avoids explicit rejection sampling. Consequently, we
invoke the following algorithm to sample A € R’;Xk during the public-key generation phase in
practice.

Algorithm 6 RejSampU(R,; seed)

Ensure: A sample a € Ry
if ¢ = 257 then

NTT(a) < Samp(U(Zy_1); seed)
else

NTT(a) < Samp(U(Zy; seed)
end if
return a € R,

A unique design feature of PolarLAC is the spectral rejection sampling filter for noise and
secret polynomials, applied during key generation and encryption; further details are provided
in Section f§. The final decryption noise consists of four i.i.d. terms, each being a product of two
independent polynomials; these multiplicative terms induce correlation across the coefficients of
the resulting noise vector. We denote one such term as e - r, and the remaining three terms are
handled identically.

We draw e + ¥, and r < ¥,, meaning all coefficients of e and r are sampled i.i.d. from ¥,.
The spectral rejection sampling ensures that e and r satisty ||FFT(€)||cc < T and ||[FFT(r)||co < T
We found that rejecting a fraction of A™3 extreme realizations suffices to construct suitable polar
codes with sufficiently low decoding failure probability.

In the practical implementation of our algorithm, we adopt a tighter rejection threshold
Ty < T, which yields a rejection rate of approximately 1%. This choice effectively further reduces
both the correlations. As a result, potential CCA-style attacks become infeasible. The subroutine
RejSamp(T, ¥, ; seed) repeatedly samples a vector € RZ from ¥, until the spectral norm satisfies
that |[FFT(z;)||cc < T, as outlined in Algorithm H

Algorithm 7 RejSamp(T,¥,; seed)

Ensure: A sample @ such that H FFT(z;) HOO <Tfori=1,---,k
: fori=1to k do
nonce = 0
repeat
x; < Samp(¥s;seed, nonce + +) € Ry
Z; < FFT(x;) e C™
until || % || <T
7: end for
8 x= (l‘l)z
9: return x € R';

The algorithms. The algorithm PolarLAC.PKE.CPA.KG randomly generates a pair of public
key and secret key (pk,sk). As explained in Section @, we apply rejection sampling to the
public information A and b whose underlying hardness assumption is the module-LWE,¢;. How
to set the threshold v for b is described in section p.3.
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Algorithm 8 PolarLAC.PKE.CPA.KG()

Ensure: A pair of public key and secret key (pk, sk).
repeat

1:

2 seedq, seed s

3: A< RejSampU(R;seedq) € RE*F

4:  s,e +RejSamp(T,¥y;seed) € RE*?

5: b(—As—|—eeR§X1

6: if q = 257 then

7 cnt = count of 0 and 256 entries in b
8

: else
9: cnt =0
10:  end if

11: until cnt < v
12: return (pk := (seedq,b), sk := s)

The algorithm PolarLAC.PKE.CPA.Enc on input pk and a message m, encrypts m with the
randomness seed. In case that no seed is provided, the process will be randomized. Otherwise,
the encryption is deterministic for the same seed.

Algorithm 9 PolarLAC.PKE.CPA.Enc(pk = (seedq,b), m € M;seed € S)

Ensure: A ciphertext c.

A <+ RejSampU(Rg;seeds) € RE*F
1 « PolarEnc(m) € {0,1}"

r,e1 + RejSamp(T, ¥,;seed) € RE*!
: ez + Samp(¥,;seed) € R,

i+ Alr+e € R];XI
chbr+e+qg-mecR,

¢z < Compr,(c) € Zh,

return c:= (c1,¢2) € R](;Xl X L34

The algorithm PolarLAC.PKE.CPA.Dec on input sk and a ciphertext ¢, recovers the corre-
sponding message m.

Algorithm 10 PolarLAC.PKE.CPA.Dec(sk = s,¢ = (€1, ¢2))

Ensure: A plaintext m.
u < s'ci € Ry

c5 + DeCompr,(c2) € Ry
CmécC5 —u € Ry

m < PolarDec(cm)
return m

4.2 Key Encapsulation Mechanism

The IND-CCA secure key encapsulation mechanism PolarLAC.KEM.CCA is obtained by applying
the FO transform [[19,24] to PolarLAC.PKE.CPA, which comprises the following three algorithms:

— The key generation algorithm KG, as illustrated in Algorithm
— The encapsulation algorithm Enc, as illustrated in Algorithm
— The decapsulation algorithm Dec, as illustrated in Algorithm

Y

)
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Notations. The notations for the description of PolarLAC.KEM.CCA are the same with those
of PolarLAC.PKE.CPA. Additionally, we use hash functions G : {0,1}* — S x {0,1}*, and
H :{0,1}* — {0, 1} for the implicit rejection FO transformation [20,24,32] and generating the
encapsulated key, where [, denotes the length of the session key, and will vary depending on
different security levels. In PolarLAC.KEM.CCA, we always set I, = l,,,. The concrete choice of
the hash functions G' and H will be specified in Section g

The algorithm PolarLAC.KEM.CCA.KG invokes the PolarLAC.PKE.CPA.KG algorithm to gen-
erate pk, sk’, then it picks a random seed z. The secret key sk includes sk’, z and the public key
pk.

Algorithm 11 PolarLAC.KEM.CCA.KG()
Ensure: A pair of public key pk and secret key sk.
1: (pk, sk’) < PolarLAC.PKE.CPA.KG

2288

3: sk := (sk',pk,z)

4: return (pk, sk)

The algorithm PolarLAC.KEM.CCA.Enc on input pk and a seed seed,,, generates a message
m, and encrypts m by invoking PolarLAC.PKE.CPA.Enc with pk,m and the randomness seed,
which is generated from a hash of m and pk.

Algorithm 12 PolarLAC.KEM.CCA.Enc(pk;seed,,)

Ensure: A ciphertext and encapsulated key pair (¢, K).
1: m < Samp(U(M); seedsm,) € M

2: (seed, K) < G(m||pk)

3: ¢ +PolarLAC.PKE.CPA.Enc(pk, m; seed)

4: return (c, K)

The decapsulation algorithm PolarLAC.KEM.CCA.Dec on input sk and a ciphertext, recovers
a message by invoking PolarLAC.PKE.CPA.Dec. Then it verifies the correctness of the decryption
by a re-encryption process. In case that the verification is passed, it returns the encapsulated
key. Otherwise, it generates a pseudorandom string from the secret key z and the ciphertext.

Algorithm 13 PolarLAC.KEM.CCA.Dec(sk, c)

Ensure: An encapsulated key K.
parse sk — (sk’, pk, z)
m < PolarLAC.PKE.CPA.Dec(sk, c)
(K, seed) < G(ml||pk)
K' + H(zl|le)
¢’ <+ PolarLAC.PKE.CPA.Enc(pk, m;seed)
if ¢’ # ¢, then
K+ K’
end if
return K

While the standard IND-CCA security considers only a single challenge public key and a
single challenge ciphertext, it does not provide the same security guarantee in the multi-target
scenario where the adversary aims to break at least one among many challenge ciphertexts. The
FO transform may lead to more than expected security loss in this multi-target setting, and
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attacks have been identified against FO-based KEMs (e.g., FrodoKEM-640 and HQC-128)[9].
An effective way to protect FO-based KEMs against this attack is to add a random but public
salt during encapsulation [21]. So, we give the salted version of encapsulation and decapsulation
in Algorithm [14 and [L5, respectively.

Algorithm 14 Salted version of PolarLAC.KEM.CCA.Enc(pk;seed,,, salt)

Ensure: A ciphertext and encapsulated key pair (¢, K).
m < Samp(U(M);seedr,) € M

(seed, K) < G(m||pk||salt)

¢ <PolarLAC.PKE.CPA.Enc(pk, m; seed)

c:= (salt, ¢)

return (c, K)

Algorithm 15 Salted version of PolarLAC.KEM.CCA.Dec(sk, ¢)

Ensure: An encapsulated key K.
. parse sk — (sk’,pk, z)
: parse ¢ — (salt,¢)
m < PolarLAC.PKE.CPA.Dec(sk’,¢)
: (K, seed) +— G(ml||pk]|salt)
K' + H(z|[e)
¢’ + PolarLAC.PKE.CPA.Enc(pk, m; seed)
if ¢’ #¢, then
K+ K’
end if
: return K

i

—

5 Parameter Choices

5.1 Modulus

The modulus is selected by jointly considering algebraic structure, correctness margin, and im-
plementation efficiency. The detailed reasons are discussed as follows.

For Security Level of 128, 256. For security 128 and 256, we mainly compared three candidate
values, namely g = 251, ¢ = 256, and ¢ = 257. All three are close to 28, and thus belong to the
regime of small moduli near the 8-bit boundary. From an implementation perspective, they all
incur relatively low bit-width overhead in data representation. However, they differ substantially
in terms of polynomial multiplication efficiency and the overall system cost. For ¢ = 251, the main
advantage is that it fits naturally into a single byte, leading to compact storage. Its drawback,
however, is the lack of the required NTT-friendly algebraic structure, so it cannot directly support
an efficient NTT at the target transform length. Under this modulus, polynomial multiplication
typically has to rely on lifting to an auxiliary NTT-friendly modulus with a larger bit-width.
As a result, the internal arithmetic of the NTT still has to be performed over a modulus of at
least 14 bits with our dimension set, which prevents the implementation from fully exploiting
the advantages of a genuinely small modulus in modular reduction and butterfly operations.
For ¢ = 256, the advantage is even more pronounced than for ¢ = 251, primarily due to
its power-of-two structure. Under modulus 256, data representation, truncation, reduction, and
storage aligned with byte boundaries are all particularly natural. Such operations can be ef-
ficiently mapped to bitwise manipulations or machine-word operations, which provides clear
engineering benefits at the implementation level. In particular, moduli of the form 2% exhibit
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the most regular structure for representation and low-level modular arithmetic. Nevertheless,
256 is also an NTT-unfriendly modulus, which means that the core polynomial multiplication
still remains a bottleneck. This implies that its advantages at the representation level cannot be
directly translated into efficiency gains for the core NTT operators.

By contrast, although ¢ = 257 exceeds the natural one-byte representation range and there-
fore typically requires 16-bit storage for coefficients, it can directly support NTT operations.
Since the Fermat prime 257 = 2% + 1 has a favorable algebraic structure, the scheme can utilize
lightweight NTT, pointwise multiplication, and inverse NTT directly modulo 257, while using
low-cost conditional reductions in the butterfly operations. This substantially reduces the imple-
mentation complexity of polynomial multiplication. Moreover, the polynomial a can be sampled
directly in the NTT domain, thereby avoiding an additional forward NTT and further reducing
the computational overhead.

In summary, the main advantages of 251 and 256 lie in storage representation or the con-
venience of low-level modular arithmetic, but neither can directly support an efficient NTT.
By contrast, although 257 requires a larger storage width, it provides significantly better im-
plementation efficiency in the core polynomial arithmetic. Furthermore, the storage overhead
introduced by 257 can be effectively mitigated through compression and compact encoding.
Therefore, after jointly considering computational efficiency, implementation complexity, and
bandwidth overhead, we ultimately selected ¢ = 257 as the modulus in our scheme.

For Security Level of 512. We provide two parameter sets, both of which achieve the target
security level. The larger modulus g = 769 also supports the partially expanded NTT structure.
Moreover, for the scenario with unlimited query numbers, the modulus ¢ = 769 ensures a DFR
below 27°'2, In contrast, when the number of queries is limited to 23°, the DFR does not need
to meet the stringent requirement of the 512-bit security level. In this case, the alternative
parameter set with ¢ = 257 is recommended, which achieves a DFR of 27323,

5.2 Distributions

Noise and Secrets. There are three criteria for the choice of the distribution for the error and
secret terms for MLWE. Firstly, entropy of the errors and the secrets must be large enough to
guarantee the hardness of the module-LWE problem. Secondly, the errors and the secrets must
be small enough to guarantee the correctness of the decryption algorithm. Thirdly, they can be
efficiently implemented.

In the literature, the security of lattice-based schemes is fundamentally grounded in worst-
to-average-case reductions that mandate a discrete Gaussian distribution [33]. However, in prac-
tical instantiations the centered binomial distribution and ternary distribution are preferred as
implementation-friendly alternatives [5,10,36].

In PolarLAC, we adopt the following ternary distributions after carefully balancing decryp-
tion correctness, cryptographic security strength, and implementation efficiency. The efficient
realization of sampling will be given in Section {.

1. ¥1: Prlz = 0] = 3/4, Prlz = £1] = 1/8.
2. Ws: Prlz = 0] = 5/8, Prlz = £1] = 3/16.
3. Wu: Prlx = 0] =53/64, Pr[z = +£1] = 11/128.

6

The Public Key. For the modulus ¢ = 257. The public matrix is sampled from the uniform
distribution over R,. For the parameter sets with ¢ = 257, this this sampling can be interpreted as
rejection sampling over Zos7: each candidate coefficient is first sampled uniformly from Zss7, and
the value 256 is rejected. Equivalently, conditioned on acceptance, each coefficient is uniformly
distributed over {0, ..., 255}, which is precisely the coefficient range used in the implementation.
At the coefficient level, the rejection probability is

wm_ 1

Prej = 957



15

For a polynomial of degree n — 1, the probability that at least one coefficient is rejected is

(n) 1\" 256\"
)1 (1-—) =1-(22) .
Prej ( 257) (257

This rejection only affects the generation of the public uniformly random matrix and does not
introduce additional error terms into either encryption or decryption. After rejection sampling,
the resulting public matrix remains uniformly distributed over the accepted coefficient range
and remains independent of the secret and error distributions. Consequently, the the small
error terms that determine the decryption-failure probability remain unchanged. Therefore, the
rejection event is a sampling-level event rather than a decryption-failure event. Its influence on
the final decryption error rate is negligible and is not included as an additional noise contribution
in the correctness analysis.

Meanwhile, its rejection rate is approximately 1 —e (1) <1 -1 /poly(n), which guarantees
the hardness of the corresponding MLWERg;.

For the modulus ¢ = 769. For PolarLAC-512*, the public matrix is sampled over Zrgg9. Since
769 is not a power of two and differs substantially from primes such as 257, direct byte-wise
sampling cannot generate unbiased coefficients. We thus adopt grouped rejection sampling in
our sampling routine. Concretely, we generate a 48-bit candidate integer to produce five coef-
ficients. If the candidate value is less than 769, we accept it and decompose it in base 769 to
retrieve five coefficients lying in Zr7g9; otherwise, the candidate is discarded and we resample.
For the remaining four coeflicients, we follow an identical procedure with a 39-bit candidate and
acceptance threshold 769%. The rejection probabilities for the two groups are given by

5) _ 1_ 7695 ) _ 1_ 7694
rej 948 Drej 939

Upon acceptance, each base-769 digit follows the uniform distribution over Zrgg9, and the resulting
public matrix is independent of both the secret and error distributions. Hence, the rejection event
only impacts the runtime of public matrix generation; it introduces no extra noise terms during
encryption or decryption, and imposes no negative impact on the overall security.

5.3 Data Compression

Compression of the Public Key. The public key contains the public seed and the vector
component generated over R,. To reduce the public key size while preserving exact decodability,
we use two lossless compression methods according to the modulus.

Fized zero selector for ¢ = 257. For the parameter sets with ¢ = 257, each coefficient of the
public key polynomial lies in Zsos7, which is very close to 8-bit size. A direct 9-bit representation
would increase the public key size, while storing only the lower 8 bits makes the two values 0
and 256 indistinguishable. Therefore, we use a fixed zero-selector method. For each coefficient
a; € Zos7, wWe store

a; = a; mod 256

as one byte. The only ambiguity occurs when a; = 0, where the original coefficient is either 0 or
256. A selector bit is therefore used to distinguish these two cases. If the number of such low-zero
positions exceeds the fixed selector capacity, the public key generation is rejected and rerun.
Let 7 be the number of selector bytes appended to each polynomial. The selector capacity
is v = 87 bits. Although the compressed public key component b is not sampled directly from
the uniform distribution. Under this model, the number of low-zero positions in one polynomial

satisfies
2
X ~ Bi —
in (n, 257) ,

because both 0 and 256 are mapped to the same low byte 0.
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Thus, the rejection probability for one polynomial is

1 ST\ /2 \F 255\
poly — PriXx =1— — — .
Phe " (n,7) r[X > 87] Z <Z> (257) (257)

=0

For a public-key vector of rank k, the public-key rejection probability is

ppk.(n k,7)y=1- (1 —ppo.ly(n T))k
rej 5y vy rej s .

This rejection only affects key generation and does not introduce any lossy compression error
into the public key.

The current selector parameters are summarized in Table m Owing to our adoption of the
module structure, the total tail size of the full public key vector amounts to k7 bytes. It can be
observed that the rejection rate associated with b is extremely small under our parameter setup.
Combined with the rejection rate of a discussed earlier, the overall composite rejection rate can
be bounded by 1/0(1). This suffices to guarantee that the MLWERg,; problem is still hard.

’ Parameter set ‘ n ‘k‘Selector bytes per polynomial T‘ pf; (n, k,7) ‘
PolarLAC-Light| 256 |2 1 byte 4.23 x 107 271120
PolarLAC-128 | 256 |2 1 byte 4.23 x 107% ~ 271121
PolarLAC-256 | 512 |2 2 bytes 1.84 x 1076 ~ 271905
PolarLAC-512* |1024|2 2 bytes 6.88x 1073 ~ 27718

Table 1: Fixed zero-selector parameters for public-key compression

CRT-style packing for ¢ = 769. For PolarLAC-512, the modulus is ¢ = 769. Since a byte-oriented
representation is no longer sufficient, the public-key polynomial is compressed by a lossless CRT-
style base-q packing method. The coefficients are first grouped in blocks of five:

A=ag+ aiq+ axq* + azq® + asq®, 0<a; <q.

Since ¢ = 769 and 769° < 24, each group of five coefficients can be represented by 48 bits. For
n = 1024, the first 1020 coefficients form 204 such groups, and the remaining four coefficients are
packed into a 39-bit integer because 769* < 239, Therefore, the size of one compressed polynomial
is

{204 -48 + 39
8

-‘ = 1229 bytes.

This encoding is injective over Z124 so decompression exactly recovers the original public-key

polynomial. In the current implementation, the same lossless representation is also used for the
NTT-domain vector component that appears in the PolarLAC-512 public key and ciphertext.

Compression of the Ciphertext. The variance of the compression error with respect to
Algorithm E and H is % if we represent a number modulo ¢ using d bits.

For the Fermat prime ¢ = 257, we represent a number modulo 257 with exactly 1 byte and
with a small compression error by mapping 256 to 0, which creates only an off-by-one difference
in modulo ¢ arithmetic. The variance of the compression error is 1/¢. If the ciphertext ¢; for
q = 257 is represented using 8 bits, it will induce an additional decryption error term A., - s
with a variance of n - k- 02/q.
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5.4 Spectral Rejection Sampling

PolarLAC employs a spectral rejection sampling technique to handle the error correlations. There
are CCA attacks that increase the decryption failure rate by leveraging special patterns of the
ternary samples. Some effective patterns are defined in [22]. To understand how attacks of this
kind work may be nontrivial in time domain, whereas, their behavior in frequency domain is
more straightforward. Before giving the theoretical interpretation, we firstly show some examples
in [22] which devised attacks of this kind against LAC. For LACv2-256, a routinely sampled
polynomial e; (x) will have a power spectrum in frequency domain as in Fig. Bg. In [22], a pattern
called Type-1 is identified if a polynomial e (z) comprises consecutive I coefficients equal to +1
(or —1). It is derived in [22] that it takes a computational cost of 2'20 to find a Type-1 e;(z
with I; = 65. The power spectrum in frequency domain for such a e;(x) is depicted in Fig. @)
A dedicated s(z) is also devised in accordance with the Type-1 e;(z). It takes a computational
cost of 264 to meet such an s(x) with a power spectrum as in Fig. @ It is observed that they
have strong zero-frequency signal simultaneously.

The TYPE-2b pattern is devised for the fixed hamming weight design. It refers to a poly-
nomial e; containing a contiguous interval of length I3 + [y, starting at a specific offset. Within
this interval, even (resp. odd) indices contain as l1 /2 coefficients equal to +1 (resp. —1) and lp/2
coefficients equal to 0. We_plot the power spectrum of such e; with [y = 114,1y = 80 starting
after position 801 in Fig. Bd. This amounts to a computation cost of 2!2°. The other dedicated
s(x) is also devised for Type-2b e1(z) both of which has strong strong power at high frequency
(i.e. 1/2 of the Nyquist frequency) domain.

The polynomial product e;(x)s(z) is a part of the decryption error for LAC. To illustrate how
the dedicated patterns deteriorate the DFR, we define z = E; - s, where F; is the negacyclic
matrix derived by polynomial e; (x) and s is a vector defined by coefficients of s(z). By applying
FFT decomposition to E1, we will have

z=F; s
= U" - diag(oi(e1))i - U - s
=1/vn-UT - (0i(e1) © 03(s)),,

where U is the unitary matrix corresponding to FF'T decomposition of a negacyclic matrix, o;(x)
is the FFT of z, diag(-); represents a diagonal matrix,  indicate the Hermite transpose and
© represents component-wise product. So, if o;(e1) and o;(s) has a big magnitude at the same
frequency point, o;(e1) @ o;(s) will have a big magnitude as well. After the rotation operation
of U, this high power component will make multiple coefficients of z big simultaneously. This
symptom amounts to the so-called “correlation” or “dependency” in the context of ring/module-
LWE in the literature.

Given the rationale of “correlation”, a straightforward method to overcome the attacks of
this kind leveraging the “correlation” is a rejection sampling filter in frequency domain such that
the abnormal e;(z) and s(x) with far stronger than expected components at certain frequencies
will removed. We in this submission setup a threshold for the spectral norm T of e; such that
ey is used only if max |o;(e1)| < Tp. Because the multiplication is commutative over the quotient
ring Z[z]/(1 4+ ™), the same protection also applies to s. A step-by-step procedure of spectral
rejection sampling is in Algorithm [1.

Our analysis reveals that a threshold 7T yielding a rejection rate below 1076, combined with
channel degradation and polar coding techniques, is sufficient to defend against targeted attacks
of this type. In Table P}, Ty is the threshold we used in implementation, while T is the one
we used to construct a degraded channel and corresponding polar codes. See the construction
details in Section [. Channel degradation introduces a virtual decryption error corresponding
to a worse signal-to-noise ratio (SNR) than the actual decryption error encountered in practice.
To err on the side of caution, we choose a Ty that achieves an rejection rate of approximately
1% per polynomial sample for each security category, see Table P. Furthermore, we verified the
correctness of our algorithms under a more generalized attack devised in frequency domain. The
generalized attack can be viewed as hybrid of components of different frequencies. The detailed
analysis and theories are given in Section fj.
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category To|rejection rate| T |rejection rate
PolarLAC-Light |24 1.7 % 36| < 12873
PolarLAC-128 [30 1.1% 42| <1283
PolarLAC-256 |36 1.1% 58| < 25673
PolarLAC-512 |43 1.4% 80| < 51273
PolarLAC-512* |64 1.2% 116] < 51273

Table 2: Threshold values of Ty, T and rejection rates.
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5.5 Recommended Parameter Categories

We give parameter sets according to different security categories and security notions. The
IND-CCA version_of PolarLAC is built upon PolarLAC.PKE.CPA, and its parameter sets are
specified in Table B. For scenarios where the security estimation by refined BKZ suffices and the
lightweightness is more concerned, the PolarLAC-light is recommended. In unrestricted query
count scenarios, PolarLAC-128, PolarLAC-256, and PolarLAC-512* are recommended, as their
decryption failure rates (DFR) match the corresponding security parameters. By contrast, for
settings with bounded query counts, PolarLAC-512 is preferable to PolarLAC-512*; it delivers
better computational efficiency, smaller ciphertext/key size. Its DFR is less favorable relative to
PolarLAC-512*, yet remains competitive overall.

. . Bit-Security (C/Q)
Categories |k| n q dis | R | [, di |d2| pk | sk | ct |[DFR core—SVP[reﬁned BK7
. _159| 121.6/ 143.8/
PolarLAC-Light 2| 256 |257| ¥/, |1/2|256 | 8 |3 530 [1570| 608 |2 117 138.8
_146| 132.5/ 154.5/
PolarLAC-128 |2| 256 |257| W35 |1/2|256 | 8 |4 530 [1570| 640 |2 122.6 148.1
_o65| 261.6/ 280.8/
PolarLAC-256 (2| 512 |257| Wy ,4 |1/2|512| 8 |4]1060{3140/1280|2 9240.8 263.4
_394| H12.1/ 527.3 /
PolarLAC-512 |2]1024|257 W11 /64|1/2|1024| 8 |4 ]2116(6276|2560]2 482.5 199 3
_ 527.1/ 540.1/
E1o* t 545
PolarLAC-512" |2{1024|769| W3,5 [1/2]1024|9.60 | 4 |2522|6682(2970|2 AR4 7 500.3
dis secret and noise distributions l, code length of polar codes
d1,ds bits per coefficient of c1, co sk secret key size (bytes)
pk  public key size (bytes) ct ciphertext size (bytes)
DFR decryption failure rate R message length/code length
t The compact data storage for Zrg9 takes 9.6 bits per number on average

Table 3: Parameter Sets of PolarLAC.KEM.CCA

6 Decryption Failure Rate Analysis

We define an abstract channel model for the decryption procedure of PolarLAC as

Cg—Cyp-8S

=|q/2]| - PolarEnc(m +e-r—st-e +es+n. +ne mod g,
1 2

where n., denotes the i.i.d. compression noise associated with ciphertext co, and n., corresponds
to the compression noise of ¢;. In the sequel, we denote by h the overall noise

t t
h=e"-r—s"-e +ex+ne +ne,.

It is convincing that the correlation between distinct coefficients of n., is negligible: compression
noise only appears at positions where coefficients of ¢; equal 256, leaving all other entries noise-
free. When estimating the decryption failure rates, we viewed es + n., +n., as an i.i.d. Gaussian
distribution. Full details on the ciphertext compression scheme for ¢; are provided in Section p.3.

The dominant term of the decryption error is e’ - r — s - e;, where the 4 summands follow the
same distribution independently. To simplify notation in the sequel, we rewrite the expression
ash' =el-r—st-eg=c-r+¢e -1 —s-e; —s' ¢}, where e,r and all other ring elements are
sampled from the ternary distribution ¥,. Under the CCA security model, it is risky to assume
the terms of polynomial products to be i.i.d. An CCA attacker may select some adversarial r
and e (either explicitly or implicitly), such that their the coefficient of e - r are highly correlated.
It becomes complicated to give a reliable DFR estimation. To address this, we propose a suite of
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techniques—including frequency-domain rejection sampling filtering, channel degradation, and

polar codes with soft-decision decoding to guarantee robust and conservative correctness bounds
for PolarLAC.

6.1 The Thorn Structures of Polynomial Convolution

The impact of correlated decryption errors has been extensively investigated in prior works
[@,@, ,@,@,@]. Existing results reveal that correlations among coefficients of polynomial
products lead to underestimated DFR bounds for schemes equipped with error-correcting codes.
Nevertheless, there remains an open gap regarding two critical problems: how to rigorously
characterize such correlation structures, and how to design error-correcting codes tailored to
correlated noise distributions. We bridge this gap in PolarLAC.

Define e and r in R = Z[z]/(z™ + 1) where n is a two-power number. Without loss of
generality, we study the the correlation of e-r. The conclusion applies to the other 3 summands,
as well. We have extensively discussed the correlation introduced by the polynomial product
e -7 in [11]. Briefly speaking, in the frequency domain, the entries of FFT(e - r) are mutually
independent, where each entry equals to the product of two independent identically distributed
complex Gaussian variables.

Though FFT(e-r) has i.i.d. coordinates, its distribution is non-spherical (i.e. Fig. H) As the
£o-norm grows, samples asymptotically cluster near the complex coordinate axes. The underlying
number field we employ has a simple structure, such that the FFT and inverse FFT only perform
scaling and rotation without distorting sample geometry. Consequently, the inverse FFT pre-
serves this non-spherical thorn structure in the time domain, which induces correlation among
the coefficients of e - r.

(a) A 3D view (b) A 2D view along axis-X

Fig.4: The distribution of the magnitude of FFT(e - r).

6.2 A Degraded Channel Model

Although we have partially characterized the correlations among the coefficients of e - r, con-
structing rigorous codes tailored to e-r requires deriving the full n-dimensional joint distribution
over its coefficients — a task computationally infeasible under current computational capabil-
ities. For this reason, we instead construct codes with respect to a virtual stronger noise. The
qualifier “stronger” means we provide a heuristic rule for selecting this virtual noise and empiri-
cally confirm that the virtual noise always exhibits larger magnitudes than the true noise across
all statistically relevant regimes. Our selection rule avoids the naive independence assumption;
we have formally proven in [@] that the independence assumption always underestimates the
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magnitude of the true noise. We in this section give a suite of methodologies to construct the
virtual and worse channel, manage the correlation, and design polar codes.

We construct a virtual noise vector eyj, that is memoryless, symmetric, and of elevated
noise magnitude. This virtual noise is obtained via a two-step procedure. The raw noise e - r
suffers two unfavorable properties: its coefficients are correlated (hence non-memoryless), and its
distribution lacks full rotational symmetry (the thorn-shaped mass concentrates along specific
spatial directions). In Step 1, we build an intermediate noise egeg from the raw noise to restore
full distributional symmetry while increasing its entropy. In Step 2, we transform egeg into the
final virtual noise eyi,. This ey, satisfies three key properties: coordinate-wise independence
(memorylessness), full symmetry, and larger noise magnitude.

Step 1: Noise Symmetrization via Orthogonal Rotation. Our first transformation step produces
a symmetric intermediate channel as a prerequisite for constructing the final amplified virtual
noise. Symmetry here means the distribution’s probability mass spreads uniformly over all spatial
directions. The raw noise e-r does not follow a spherical distribution. We resolve this asymmetry
by applying uniformly random orthogonal rotation matrices to the noise vector. Formally, let
ereal denote the coefficient vector of the raw ring product e; - s. We sample an orthogonal matrix
O uniformly at random and define the intermediate rotated noise as egeg = O €real-

We claim that the random rotation increases the entropy of €yea for the following reasons.
Firstly, since the condition does not increase the entropy, we have

h(edeg) > h(€deg|O).

The conditional entropy is derived by taking the expectation of h(eqeg|O = 0) over all possible
realizatoin of O. Since O is uniformly sampled from a group of rotations, we have

h(edeg|O) = Eo(h(edeg|O = 0)) = h(€deg|O = 0) = h(0 - €yeal)-
Secondly, the entropy of erea1 Will be preserved after a rotation by any realization o. So, we have
h(O . ereal) = h(ereal)~

Combining the two statements yields h(edeg) > h(€real). Equality holds if and only if the mutual
information between egeg and O vanishes, i.e., I(€deg; O) = h(€deg) — h(€deg | O) = 0. This
condition is satisfied exactly when epea follows a spherical Gaussian distribution.In contrast,
€real follows the thorn-shaped distribution visualized in Fig. . From the above derivation, we
conclude that egeg carries higher entropy and consequently induces a smaller channel capacity
compared with erear. A further vital property is that the orthogonal operator O endows edeg
with a fully spherical distribution.

Step 2: Elevating Noise Magnitude for Memorylessness. While eqeg achieves spherical symmetry
and elevated entropy, its coefficients remain statistically correlated. No standard polar code
construction exists to handle correlated spherical noise of this form. We therefore introduce an
additional transformation to produce memoryless noise, at the cost of raising the overall noise
magnitude.

By construction, eqeg is spherical: its directional component is uniformly distributed over the
entire ambient space, and its statistical behavior is fully captured by its Euclidean magnitude.
We construct the target virtual noise eyi, to be simultaneously spherical, memoryless, and of
substantially larger magnitude—equivalently, a spherical Gaussian random vector with a much
larger second moment. Note that eqeg has the same length as erecar because the rotation O is
orthogonal. So, eyi, has bigger amplitude than eyea;, as well.

Recall that orthogonal matrices preserve 5 norms, so ||€degll2 = [|€reatl/2. It immediately
follows that ey, exhibits a larger amplitude than the original raw noise eyea).To summarize,
we construct eyi, via a two-step transformation pipeline. Each stage degrades the underlying
channel quality, yet this controlled degradation comes with a critical tradeoff: the resulting noise
structure enables systematic polar code construction. We take PolarLAC-128 for example, the
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Fig.5: P.D.F. as a function of lo-norm: €,ea1 v.S. €yir v.s. independence assumption.

evir we selected has a much bigger Euclidean magnitude than that of eyear, see Fig. B Next, we
will explain how to determine ey;,.

Careful selection of the standard deviation for ey is essential. On one hand, if the standard
deviation of ey, is too small such that its typical magnitude does not exceed that of epeal, one
will overate the capability of error-correction codes. The code will perform far worse against the
real noise erea1 than expected. Estimating eyeqa) via the naive independence assumption falls into
this trap (see Fig. f|), as we have proven that the independence assumption always underestimates
the true noise magnitude. On the other hand, an excessively large standard deviation for ey, is
also infeasible. One is likely to get an overestimated DFR and fail to upper bound the correctness
on the real noise epeal, though the codes may performs better on eyea than on eyy.

We select a proper standard deviation for the virtual Gaussian noise eyir based on three
critical observations. First, samples drawn from high-dimensional i.i.d. Gaussian distributions
concentrate tightly around a fixed hypersphere. Second, one can easily verify that our zero-
mean i.i.d. Gaussian noise defined over the ring’s time domain remains i.i.d. complex Gaussian
(excluding conjugate components) after transformation to the frequency domain. Third, as dis-
cussed in [[11], the vast majority of FFT(erea1) samples lie inside an ¢;-norm contour; except
for extreme outliers, the ¢; norm of most FFT(erea1) samples is bounded with overwhelming
probability. Figure Evisualizes this analogous distribution over real space, and the complex case
exhibits identical behavior. As established in [[11], after discarding conjugate terms, each entry of
FFT(ereal) is asymptotically i.i.d. following distribution W, whose probability density function

is given by ) »
z
fW(Z)=2K0<), z e C.

e g

We only concern ourselves with samples that produce large-magnitude eyea), S0 we adopt the
standard asymptotic approximation Ko(z) ~ y/5-e~% for  — oo. Under this approximation,
the joint probability density of FFT(epea1) far from the origin is asymptotically proportional to

fWI(Zl,...,Zn/Q) = <H|ZZ|—1/2> exp <—Z Zl|> .

The density is dominated by the term exp (=), |2), i.e., the £; norm of FFT(epeal). So, our
target is to make eyeal distribute within in a ¢;-norm contour, which is an areas defined as
{llzlli < T? | 2 € C"}, for sufficiently large T. Nevertheless, the support of fyn/2(z) does
not exactly coincide with a single ¢1-norm contour; it forms a concave star-shaped region, as
illustrated in Figure BH. We thus apply rejection sampling to eliminate extreme outlier samples
concentrated at the thorns of FFT(ereal), such that nearly all samples retained by the filter lie
within some ¢;-norm contour. To be more specific, our procedure is described as follows: for
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normally sampled e and r, we introduce a rejection sampling filter that only retains samples
satisfying ||[FFT(e)||oc < T and [[FFT(r)||oc < T. Provided T is sufficiently large, almost all
filtered samples satisfy ||[FFT(e- 7)1 < T? with high probability.

In addition, for any vector whose £;-norm is at most T2, its £>-norm (length) cannot exceed
T?, meaning the vector is contained inside the #5-ball of radius 7°2. This implies nearly all samples
passing the filter yield FFT(€rea1) confined within the radius-T? f3-ball. We then adopt the i.i.d.
complex Gaussian distribution whose samples concentrate around the radius-7 hypersphere
as the distribution of FFT(eyir), which ensures that FFT(eyir) is probabilistically larger than
FFT(ereal). Our polynomial ring possesses favorable algebraic properties such that the FFT
transformation matrix is a constant multiple of a unitary matrix, which transfers the magnitude
bound back to the time domain and guarantees that ey;, is probabilistically larger than eyea-

We define T to be sufficiently large if the rejection rate induced by the constraint ||[FFT(e)||o0 <
T is sufficiently small. In our construction of ey, we choose T such that the corresponding re-
jection rate induced by [|FFT(e)|sc < T is less than A~3, ensuring a sufficiently conservative
choice of eyj,. The recommended ey, to construct polar codes is in Table P,

For practical implementation of the algorithm, we advise against setting the rejection thresh-
old T used in the heuristic for constructing e;, as the real rejection threshold Tg. Instead, we
recommend maintaining a practical rejection rate no lower than A~2. This configuration incurs
negligible performance overhead while filtering out far more extreme samples compared to the
A~3 rejection rate utilized in our heuristic. In all our subsequent experiments, we consistently
adopt a rejection threshold with a rejection rate below 1076 for testing®. In our final parameter
set, we adopt an even more stringent threshold Ty with a rejection rate fixed at 1% for additional
conservatism.

6.3 PolarLAC under Existing DFR Attacks

We evaluate the error-correction capability of PolarLAC via newly designed attacks that maximize
correlation. In this section, we demonstrate how to fully exploit the available computational
budget to construct strongly correlated noise samples.

Secure DFR model. PolarLAC adopts multi-target protection. So, a safe DFR will satisfy the
following inequality:
Cpre(€) - Cpre(r)/DFRT < 2%, (1)

where DFR' is the DFR conditional on the corresponding precomputation. To maximize the
power of attack, we make full use of all the precomputational budget B 2* for the security level
A. It is observed in all our empirical results that PolarLAC gives sufficiently large DFR margin
even in this case.

The best budget allocation strategy. Without loss of generality, we use complex Gaussian
CN(0,nc?) to denote the distribution of each coordinate of FFT(e) and FFT(r). As illustrate in
Section @i the correlation will be amplified when e and r has a strong component simultaneously
at the same frequency. So, the best attack will maximize |FFT;(e)|-|FFT;(r)| for some i. Assume a
computational budget of 2°* and 2(1=®)* is allocated to |FFT;(e)| and |[FFT;(r)]|, respectively, for
a € (0,0.5]. In this setting, since |FFT;(e)| and |FFT;(r)| follow the same Rayleigh distribution
with the inverse of their erfc being 0v2aAIn2 and o1/2(1 — @) A In 2, the magnitude of |FFT;(e)|-
|FFT;(r)| scales linearly with (a(1—a))*/2\. It reaches its maximum when a = 0.5. So, allocating
the computation cost equally to search for bad e and r will worsen the channel to the utmost.
The decryption error includes 4 polynomial products i.e., h’ = e-r+e' -1’ —s-e; —s' -€}. The
best strategy to allocate precomputational budget over the 4 summands is to concentrate all

L This value is smaller than A2 for all practical choices of security levels.
2 We define the precomputation as searching for both e and r.
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computational resources on a single term. The reasoning is provided below. The i-th frequency
bin of FFT(R') is upper bounded by

|FFT;(e-7r) + FFT; (¢ -7") — FFT;(eq - s) — FFT;(e} - 8)]
<> FFTi(x - )| for (z,y) = {(e, ), (¢/,7'), (e1,5), (¢}, ')}

If the budget allocated to the j-th summand is 2%, then the inverse of erfc of RHS under the
corresponding budget is proportional to Z?:l A; = A. However, the phase of FFT,(x - y) is
uniform. If we distribute the budget over the four summands, the inverse of erfc of the LHS will
no longer match that of the RHS, unless additional budget is consumed to align their phases.

So, the most efficient way is to dedicate to a single summand.

DFR under an Improved Attack. In LAC, there are cases where only a fraction of the cipher-
text co conveys the plaintext. So, the adversary may concentrate its budget on the informative
segment of the ciphertext. In PolarLAC, every coefficient of ciphertext co is informative. So, we
take the ly-norm | k|| as a indicator of channel quality.

The Type-2 pattern in [22] is defined by an interval of length Ly + L with at least L;
either all positive or all negative entries and the remaining entries all-zero. We found that Type-
2 gives stronger zero-frequency component than Type-1, see Fig. f§. Nonetheless, we need to
search for the most powerful Type-2 over all possible Ly and L;. We give an example of how
the precomputational budget varies with Lo and L in Fig. [. Moreover, for the same Cp,., we
depict how the infinity norm of the magnitude of FFT(e;) varies with L; in Fig. §, as well. It
turns out that for the same C),., a bigger L; gives a stronger zero-frequency component. So,
from the adversary’s perspective, Type-2 with bigger L, is a better choice. However, for multiple
choices (Lo, L1) achieving the same C),., we opt to select a smaller Ly because more zeros will
suppress the existence of other strong frequency component.
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Fig. 6: Power spectrum of Type-1 and Type-2 with Cp,. = 264 for PolarLAC-128

In [22], an adversarial s satisfies the property that

n—1
| Z si| > do,
i=0

for a positive integer dg. We in this document refer it as Type-S. It is reasonable to approximate
Z;:Ol s; by a Gaussian distribution by central limit theorem. The budget to encounter such s is
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the erfe when it takes values beyond the interval of (—dg, +dp). Based on the empirical results,
Type-S is moderately stronger in terms of spectral norm and the ¢3-norm than Type-2 at the
same Cp,. = 22, see Fig. fJ.
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Fig.9: Type-2 vs Type-S

Shall the adversary devise an attack using the existing patterns, the correlation could be
exploited to the utmost if (a) precomputational budget is concentrated on a single summand of
W=er+e r—s-e —s-e,eg er(b)both e and r are Type-S with equal precomputational
budget of 2*/2.

For safety conservatism, we explore the DFR margin under a resource exhaustion attack.
We simulated the h’ with the 1st summand to be the product of two Type-S with identical
Cpre = 2/2and the rest summands are sampled via the standard routine.

PolarLACdemonstrates the error-correction performance listed in Table H To further probe
its performance limits, we consider a resource exhaustion attack scenario where the adversary
could arbitrarily apply precomputation to every secret information e, r,e’,r’, and so on. First of
all, we found that the adversarial samples are all rejected by the spectral rejection sampling using
the predefined bigger threshold 7" in Table P. Secondly, we carried out additional experiments
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showing that PolarLAC-Light, -128, -256 and -512* are capable to correct the errors even if we test
it with the rejected samples. For PolarLAC-512, its DFR of 27323 is not aligned with its security
category. This accounts for the occurrences of decryption failures under a resource exhaustion
attack.

# rejections ||# dec. failures|E(# bit errors|max(# bit errors
category |budget / 10° samples|| /10° samples (/ sample) /( sample)

PolarLAC-Light| 212% 10° 0 0.0 0
PolarLAC-128 | 21% 10° 0 0.04 3
PolarLAC-256 | 2256 10° 0 0.70 12
PolarLAC-512 | 2712 10° 1252 17.76 84
PolarLAC-512* | 2°12 10° 0 0.02 3
budget i Cprele) - Cpre(r)
#dec. failures:  number of decryption failures of PolarLAC using the rejected h
#bit errors  :  bit errors without polar codes using the rejected h’
E, max :  statistics of # bit errors per rejected sample of A’

Table 4: Capability of error correction of PolarLAC under a resource exhaustion attack of
Type-S (10° iterations).

6.4 PolarLAC under a Novel DFR Attack

To maximize decryption failure in absence of rejection sampling. Recall the conclusions
from [[L1]: asymptotically, the non-conjugate components of FFT(e-r) are i.i.d., and the correlation
between entries of e-r is tightly coupled with its £o-norm. Specifically, stronger correlation among
sample entries corresponds to a larger f>-norm, and conversely, samples with large magnitudes
exhibit extremely strong correlation across their coordinates with high probability.

In short, any adversary aiming either to exploit the incompletely characterized correlation
within e - r, or to generate large-magnitude e - r noise that maximizes decoding failures of the
scheme, will optimally perform precomputation to maximize the magnitude of e - r which is
proportional to that of FFT(e - r). In this section, we significantly strengthen the adversarial
power model: we directly evaluate the error-correction performance of the polar code adopted
in PolarLAC against noise induced by low-probability extreme samples of FFT(e - r). Under this
adversarial model, the adversary can convert its full computational budget 2* into a guarantee
that PolarLAC always encounters extreme noise events with probability 2~*. This stands in
contrast to the realistic setting, where the adversary must repeatedly query new users to target
secret information e and perform massive precomputation to acquire extreme r, before it can
produce maximally extreme FFT(e - r) realizations.

Since the entries of the non-conjugate components of FFT (e-r) are i.i.d., and extreme samples
concentrate near the complex coordinate axes as demonstrated in [11], the optimal adversarial
strategy is to maximize the magnitude of a single entry within FFT(e - r) while keeping the
remaining entries at their typical average values. Concretely, we seek the minimal threshold ¢
satisfying

5 Pr(|FFTi(e-m)| > 4 <272,

The prefactor n/2 accounts for the adversary’s freedom to select any one of the n/2 frequency
bins; a single sufficiently large entry suffices, and the target does not have to be the first frequency
component. As derived in [11], the magnitude |FFT1(e . 7")| follows the marginal probability

density function
4r 2r
fiw(r) = — Ko (2) , 20,
o o

where o denotes the standard deviation of FFTy(e).
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Our procedure for generating extreme samples proceeds as follows: we fix |FFT1(e . r)| =/,
sample a uniform phase to construct the complex value FFT;(e-r), and draw all other frequency
entries and auxiliary terms according to their typical average distributions.

To maximize decryption failure in presence of rejection sampling. The above de-
scribed strategy will fail when rejection sampling filter is employed. But we highlight that this
frequency-domain sampling paradigm exhibits strong extensibility and can be naturally adapted
to construct practical attacks that account for the rejection sampling filters applied to e and r.
Recall our rejection threshold constraint ||FFT(e)||oo < 7', which imposes a natural upper bound
T? on the magnitude of any single component |FFTy(e-r)|. Since all entries of FFT(e-r) share an
identical marginal distribution and are asymptotically independent, we may allocate a separate
computational budget 2*¢ to a certain frequency component FFT;(e-r). This allows us to design
the optimal precomputation strategy under the rejection threshold constraint, maximizing the
probability of triggering a decoding error.

Our frequency-domain sampling method is specifically designed for this threshold-constrained
scenario. When generating samples, we grant the adversary every computational precision ad-
vantage possible. Meanwhile, we adopt the looser threshold T" with a rejection rate below 1076
rather than the stricter practical threshold Ty with a 1% rejection rate. This configuration serves
two purposes: first, it validates the soundness of our heuristic for selecting the virtual stronger
noise; second, it ensures that real-world operating conditions for the adversary are strictly worse
than our experimental setup, yielding an additional conservative safety margin.

The optimized frequency-domain sampling proceeds as follows. Let T denote the rejection
threshold for |FFT;(e)| and |FFT;(r)|. Define Wz as the random variable corresponding to
|[FFT;(e-r)| generated solely from samples passing the threshold filter. We assume an adversary
who makes full use of all the precomputational budget to explore the DFR margin of PolarLAC.
A naive strategy of expending the entire budget to push a single |FFT;(e-7)| close to the hard up-
per bound 7?2 wastes substantial computational power. Redistributing the wasted budget across
additional frequency bins yields a noise vector with a larger overall magnitude. We therefore
model the adversary’s strategy as uniform budget allocation across k distinct frequency bins to
produce extreme samples. For each candidate k, we estimate the total magnitude ||FFT(e - 7)]|
and solve for the optimal value kpes; that maximizes this norm within the computation budget
22,

We observed that for any k < kpest, fully allocating the available computational resources
forces the k targeted bins to saturate near the bound 72. This confirms that the optimal sampling
strategy under rejection filtering is to amplify knest frequency bins simultaneously. To adopt
an even more conservative evaluation criterion and guarantee our generated samples are more
extreme than any uneven budget allocation across kpesy bins, we construct FFT(e-r) by directly
assigning a magnitude of T2 with uniform random phase to its kpes; entries, while sampling all
remaining entries and components according to their typical average distributions. Finally, we
treat the resulting vector as additive noise, pair it with randomly selected messages, and feed
the combined signals into our error-correcting code for experimental testing.

The procedure for computing kpest is elaborated as follows. For any integer k, we evenly
distribute the total computational budget across k arbitrary entries of FFT(e - r). Analogous to
our prior derivation, we solve for the corresponding threshold ¢, satisfying

Pr[|FFTi(e-7)| > 4] < ((”22) - 2”)

The binomial coefficient ("42) appears here to account for the adversary’s freedom to choose
any k frequency positions. We then fix the magnitude of the k selected entries of FFT(e - r) to
£y, with uniformly random phases, sample all other entries randomly, and compute the resulting
{5 norm of the extreme sample. By iterating over kK = 1,2,..., we identify kpest, the value that
maximizes |[FFT(e - r)|. Calculating kpest fundamentally relies on the cumulative distribution

1/k
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function (CDF) of Wy, which is given as

Pr[Wp <]
r’ 2 r’ 2 2
=c- |l —exp(—a- ﬁ) +c* - |exp(—a- ﬁ) —exp(—a-T7)| —2caexp(—2a-r) - I(r),
where
T
I(r) = / z-exp [—a- (z—r/z)?] da,
r/T
and ¢ = m, a = 1/no?, and o is the standard deviation per coefficient of e, 7.

In Table B, we demonstrate the correctness of PolarLAC-128, -256, and -512 with the extremely
bad samples generated by our frequency-domain sampling. We only observed decryption failures
for PolarLAC-512. However, in the experiment setting, if the adversary does find A’/
having kpest frequency components with their magnitude close to T2, it would takes
a budget of at least 2°72. In fact, if the budget of 2°'2 is distributed evenly to the
kpest many frequency components, no failures are observed in our experiment.

# dec. failures|[E(# bit errors|max(# bit errors
category |budget|Kpest /10° samples (/ sample) /( sample)

PolarLAC-128 | 2128 | 3 0 0.19 5
PolarLAC-256 | 22°¢ | 4 0 0.83 12
PolarLAC-512| 252 | 10 4 0.6 22
PolarLAC-512*| 2512 | 6 0 0.04 5

budget i Cprele-r)

kpest : h satisfies kpest frequency components s.t. [FFT;(e - r)| = T2

#dec. failures:  number of decryption failures of PolarLAC

#bit errors  :  bit errors without polar codes

E, max . statistics of # bit errors per sample of A/

Table 5: Capability of error correction of PolarLAC under a resource exhaustion attack from
frequency domain (10° iterations)

6.5 Alternative Rejection Sampling via Autocorrelation Polynomial

Our error-correction framework is built upon a rejection threshold 7' such that the rejection
probability conditioned on |FFT;(e)| < T is below 10~¢. This condition seemingly requires us
to compute the FFT of e before carrying out threshold checks. To generalize our construc-
tion to extensive software/hardware architectures, we also propose a procedure which realizes
|[FFT;(e)| < T without really implementing the FFT operations. This section presents a time-
domain rejection scheme that satisfies the constraint using only time-domain arithmetic.

Let e € R, denote an n-dimensional polynomial, and let e stand for its conjugate polynomial.
Two equivalent methods exist to compute €. The first still relies on FFT transformation: € =
FFT_l(FFT(e)) The second approach requires no FFT at all: € = e(z~!). Explicitly, treat e
as a polynomial, substitute the indeterminate 2 with =1, then reduce the resulting expression
modulo the defining polynomial ™ + 1 to retrieve the coefficient representation of €. We filter e
by retaining only samples satisfying ||e-é||; < T2, i.e., we constrain the £;-norm of the coefficients
of the product polynomial e - &. Any e passing this filter is guaranteed to satisfy |FFT;(e)| < T
for all frequency indices i, and the polynomial multiplication can be accelerated via standard
transforms such as NTT.




30

We now prove that any polynomial e obeying [le - ell; = 3_; (e - €);| < T? must satisfy
|[FFT;(e)| < T for every i. The derivation proceeds as follows:

n—1

FFTi(e)]? = [FFTi(e) - FFTi(e)| = [FFTi(e - &) = | D (e ) - ¢ | < D |(e-e);| < T2
=0 J

The first inequality follows from the triangle inequality, then immediately yields |FFT;(e)| < T.

Naturally, the acceptance condition ||le-é||; < T? constitutes a stricter constraint in essence,
which inevitably raises the overall rejection rate. According to our empirical tests, when the
rejection rate induced by |FFT;(e)| < T is below 1079, the rejection rate corresponding to the
condition ||e - €||; < T? falls roughly at the order of 1%.

7 Security Analysis

7.1 Theoretical Security

The requirements for IND-CPA and IND-CCA security are standard. In the IND-CPA security
game, any efficient adversary that can obtain encryptions of messages of its choice, could not
distinguish the ciphertext of one message from the other. In the IND-CCA security game, the
adversary can additionally query a decryption oracle on ciphertexts of its choice, except for the
exact challenge ciphertext. We model the employed hash functions as random oracles, to which
the adversary may have quantum access.

Reduction for the PolarLAC.PKE.CPA Scheme. IND-CPA security can be obtained straight-
forwardly as that of [27].

Theorem 2. If the MLWE assumption with x = ¥, holds, our PolarLAC.PKE.CPA constructed
in Bis IND-CPA secure.

Proof. Since the MLWER,; assumption can be reduced to the standard MLWE assumption, it
suffices to reduce the IND-CPA security of PolarLAC.PKE.CPA to MLWER;.

We first replace the public-key component b = As + e with a uniformly random ring vec-
tor that passes the rejection test. This modification is indistinguishable under the MLWER;
assumption. Note that the reduction is given A, and hence can generate an A distributed ac-
cording to RejSampU from an initially uniform matrix. Similarly, the reduction can test whether
b lies in the required range and output only those instances that pass the rejection test.

Next, we replace (c1,ch) in the challenge ciphertext with uniformly random values. The
indistinguishability of this modification is again guaranteed by the MLWER,; assumption. After
this step, ¢z is uniformly distributed over Z7,;, and therefore information-theoretically hides the
encapsulated message. a

Remark. The MLWER; problem filters samples from MLWE instances without any knowledge
of the secret. Note that hardness proofs for standard MLWE hold for any polynomial number
of available samples. Hence, as long as the acceptance rate remains bounded, the hardness of
MLWERe; is equivalent to that of vanilla MLWE. The full formal definition of MLWERe; is
provided in Section P.3.

For ¢ = 257, we retain only MLWE samples (a, b) such that no coefficient of any polynomial
entry in a equals 256, and the total count of coefficients equal to 0 or 256 within polynomial
b does not exceed . A detailed analysis of the corresponding rejection rate is given in Sec-
tion E Under our parameter setup, a trivial reduction from standard MLWE to MLWERe; holds
unconditionally.

By contrast, no sample filtering is required for MLWE instances when ¢ = 769, meaning our
scheme directly relies on the standard MLWE problem in this case.
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Reduction for the PolarLAC.KEM.CCA Scheme. Since PolarLAC.KEM.CCA is obtained by a
standard application of the (salted) FO transformation with implicit rejection to PolarLAC.PKE.CPA,
the decryption failure probability is negligible according to . IND-CCA security can be obtained
according to the result of [25,18].

Theorem 3. If the MLWE assumption with x = ¥, holds, the size of the message space M of
PolarLAC.PKE.CPA is super-polynomial, the decryption failure probability of PolarLAC.PKE.CPA
is negligible, then our PolarLAC.KEM.CCA constructed in @ is IND-CCA secure in the quantum
random oracle model.

7.2 Practical Security

Following the methodology used in the NIST PQC standardization documents for lattice-based
schemes, our concrete security estimation treats the underlying Module-LWE instances as coef-
ficient - level LWE instances and estimates the cost of the best known attacks on these induced
instances. This gives a common and conservative basis for comparison with other lattice-based
submissions: the estimation does not rely on unproved additional hardness coming from the
module structure, while known algebraic attacks are considered separately when they apply.
The resulting bit-security values for each PolarLAC parameter set are reported in Table B; each
entry gives the classical cost and the corresponding quantum cost, denoted by “Q”.

In our concrete security estimation, we instantiate the induced LWE instances in the Lattice-
Estimator with the parameters listed in Table E In particular, the module rank %, the ring
dimension n, the modulus ¢, and the secret/error distribution are taken directly from the cor-
responding columns of the table. The resulting coefficient-level LWE dimension is N = kn. It
remains to specify the number of available samples m, which is determined by the ciphertext
structure as follows.

We set m according to the number of coefficient-level LWE equations available from the
ciphertext. As specified in Section @.1|, the first ciphertext component ¢; lies in R’;Xl, and hence
consists of k ring elements. It therefore contributes kn coefficient-level LWE samples. The second
ciphertext component is stored as c2 € Zg,;, and corresponds to one underlying ring element
before compression. Hence it contributes n coefficient-level equations. The compression of this
component affects the rounding error and the ciphertext byte length, but it does not change the
number of coefficient positions available from this ring element. Since all recommended parameter
sets in Table [ take k = 2, the contribution from ¢z is n = kn/2. Consequently, the total number
of samples used in the concrete security estimation is

m=kn+n=(k+1)n= gkn,
rather than 2kn. Here m denotes the number of coefficient-level LWE samples supplied to the
estimator, and should not be confused with the byte length of the ciphertext, which is additionally
affected by the compression parameters d; and ds.

We used the Lattice-Estimator [[,2] (commit 3e48ef4) to estimate all proposed parame-
ter sets. The estimator implements the standard attack families currently used for LWE-type
schemes, including primal lattice attacks, dual lattice attacks, hybrid variants combining lattice
reduction with guessing, and the non-lattice attacks enabled in the estimator, such as BKW-type
attacks and Arora—Ge algebraic attacks when their preconditions are relevant. In our estima-
tion, all of these attacks were enabled and compared under the same parameter description of
the PolarLAC instances.

The BKZ cost estimates were computed under two cost models. The first is the core-SVP
model, implemented in the estimator as the ADPS16 cost model, which measures the cost of
BKZ reduction by the cost of solving the exact SVP subproblems in the BKZ blocks [4,8].
Concretely, once the estimator determines the BKZ block size 8 needed for a successful attack,
the classical and quantum costs are derived from the best known asymptotic costs of lattice
sieving for dimension 3, as in the usual NIST-style estimates for LWE and module-/ring-LWE
schemes. This model is intentionally simple and allows direct comparison with earlier estimates
based on BKZ plus classical or quantum sieving.
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The second model is the refined BKZ model, implemented in the estimator as the MATZOV cost
model. In this model, the cost of the full BKZ reduction is estimated more explicitly, including
the effect of tours, sieving calls, success probability, and the dimension of the concrete embed-
ding or dual lattice considered by the attack [3,7,12,81]. In particular, the refined BKZ model
incorporates the refined lattice-reduction cost estimates used in the Kyber documentation and
the quantum/classical sieving-cost analysis of Albrecht et al., with the list-decoding improve-
ment reported in the MATZOV security report. It is therefore less coarse than the core-SVP
approximation. We report both models because the concrete cost of very large-block BKZ is not
a settled engineering fact; using both gives a clearer view of the margin of the parameters.

After applying these two cost models to all attacks implemented in the estimator, the best
estimates for PolarLAC are obtained from lattice-reduction based attacks. More precisely, under
the core-SVP model the lowest costs are given by the dual_hybrid attack (matzov) together
with the usvp attack, while under the refined BKZ model the lowest costs are given by the
dual_hybrid attack (matzov) together with the bdd attack [B1]. The remaining attack families
do not give a lower security estimate for our parameters. The difference between the winning
attacks in the two models comes from the optimization of the bdd parameters: the best balancing
point for bdd changes when the BKZ cost model is changed, making bdd slightly worse than usvp
in the core-SVP accounting but slightly better in the refined BKZ accounting. The numerical
gap between these two attacks is small, so this should be viewed as a model-dependent tie rather
than as evidence of a qualitatively different attack surface.

For the 512-bit security level, i.e., the last two rows in Table E, the required BKZ block sizes
exceed the default search range of the estimator. The default value of max_beta in conf.py is
1754, which prevents the program from returning estimates whose optimal block size is above
this bound. In our estimation of the 512-bit parameter sets, we changed this value from 1754 to
3000. This modification does not change the attack formulas or cost models; it only enlarges the
block-size search interval so that the estimator can return security values above 512 bits.

The same estimation gives margins for the lower categories as well. These estimates include
the best attack selected by the estimator among its implemented candidates, rather than only a
single hand-picked attack. In particular, the sparse ternary distributions of secret and error are
also accounted for through the estimator’s distribution and hybrid-attack machinery.

We stress that these numbers are practical concrete security estimates, not formal reductions.
They rely on the current state of knowledge about BKZ, sieving, and LWE cryptanalysis, and
should be interpreted in the same way as the estimates used in NIST PQC lattice submissions
such as Kyber [[7]. Within this framework, the selected PolarLAC parameters meet their intended
classical security targets and keep a comfortable margin against the best known quantum attacks
implemented by the estimator.

8 Implementation and Performance

We provide both a reference implementation and an optimized implementation on the x86 plat-
form. The reference implementation is written in portable C and does not rely on platform-
specific instruction sets or compiler-assisted vectorization. It is intended to provide a clear and
reproducible baseline for verifying the correctness of the proposed KEM.

The optimized x86 implementation is developed using the AVX2 instruction set. In this
version, the main arithmetic components, including polynomial multiplication, sampling-related
operations, and compression routines, are optimized by exploiting SIMD parallelism. This im-
plementation is designed to evaluate the practical performance of the scheme on modern x86
Processors.

8.1 Polynomial Multiplication

In the MLWE implementation, the dominant algebraic operations are defined over the module
structure induced by the polynomial quotient ring R, = Z,[z]/(2™+1). The public matrix, secret
vector, and error vector are composed of polynomials in Ry, and the module rank is denoted by
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k. Therefore, the core computations in key generation, encryption, and decryption are matrix-
vector multiplications and vector inner products over R,. To accelerate these operations, each
component-wise polynomial multiplication is implemented using an NTT-based method.

NTT Structure. The root of unity structure provided by the selected modulus is limited, so a
fully expanded negacyclic NTT cannot be directly applied for all parameter sets. For example, the
modulo 257 and 769 can natively support only a full radix-2 NTT of length at most 128, a fully
expanded single NTT cannot be applied directly to the entire polynomial when the polynomial
dimension is n = 256,512,1024. To address this issue, the implementation adopts a partially
expanded NTT strategy, where the unsupported part is retained as small local convolutions of
length B. We denote such a local base multiplication by P, (B), which means that each frequency
component in the NTT domain is associated with a local polynomial multiplication of length
B. To improve the efficiency of base multiplication by P,(B), we use the Karatsuba method
to reduce the complexity of the base multiplications. The moduli, transform layers, and local
convolution sizes for different parameter sets are summarized in Table [j.

’ Parameter set \ n \ q \Unexpanded layers\(I)NTT layers\Local convolution size‘

PolarLAC-Light| 256 |257 1 7 P556(2)
PolarLAC-128 | 256 [257 1 7 Pas6(2)
PolarLAC-256 | 512 |257 2 7 Ps12(4)
PolarLAC-512 1024|257 3 7 Pip24(8)
PolarLAC-512* |1024|769 3 7 P1o24(8)

Table 6: Partially expanded NTT structure for the MLWE parameter sets

At the module level, the main operation in key generation is the multiplication between
the public matrix and the secret vector. The public matrix contains k£ x k polynomial entries,
and the secret vector contains k polynomial entries. Therefore, the matrix-vector multiplication
consists of several component-wise polynomial multiplications together with the correspond-
ing polynomial additions. During encryption, the ciphertext vector is generated by multiplying
the transpose of the public matrix with the random vector, while the scalar ciphertext compo-
nent is obtained from the inner product between the public-key vector and the random vector.
During decryption, the inner product between the ciphertext vector and the secret vector is
computed to recover the polynomial used for message decoding. These matrix-vector multiplica-
tions and vector inner products are organized around the NTT-domain representation to avoid
high-complexity coefficient-domain convolutions.

To reduce the number of transforms of NTT and INTT in the whole procedure, we store the
public key and secret key in the NTT domain. Specifically, in PolarLAC-512* encryption, to avoid
the effect of the Montgomery factor, the ciphertext vector u = A”r 4 e; is generated directly
in the NTT domain and kept in the NTT-domain representation. To match this representation,
the error polynomials in e; are first transformed into the NTT domain and then added to the
result of ATr. The vector u is then compressed and stored using a CRT-based representation.
In contrast, the scalar ciphertext component v = b”r + ey + p is still transformed back to
the coefficient domain through an inverse NTT, because message embedding, rounding, and
subsequent decoding are performed in the coefficient domain.

Reduction Strategy. Moreover, the modulus 257 and 769 are both not larger than 10 bits,
and the associated NTT involves only 7 layers, which makes the range of intermediate values in
the butterfly operations easy to control. In the concrete implementation, the addition and sub-
traction results in each butterfly are handled together with the subsequent multiplication stage
via lazy reduction. Concretely, intermediate values of the form a; + MontgomeryReduce(a; - @)
are kept within the range of int16_t, where the symbol ¢ denotes a unity root. And their modu-
lar reduction is completed later through Montgomery reduction during the vectorized pointwise
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multiplication phase of the NTT. In this way, explicit modular reduction after every butter-
fly addition and subtraction can be avoided, so that most modular reduction operations in the
transform are concentrated in the multiplication stage. This implementation strategy effectively
reduces the overhead in butterfly operations and further improves the overall efficiency of poly-
nomial multiplication.

8.2 Integer FFT for Spectral Rejection

The sampling procedure of secret and error vectors requires a spectral norm check for candidate
small polynomials. To improve portability across different platforms, we implement this check
using an integer FFT rather than relying on floating-point arithmetic. This design is particu-
larly suitable for resource-constrained chips and embedded platforms, where efficient hardware
floating-point units may be unavailable or where floating-point operations may introduce addi-
tional area, power, and timing overhead. As we perform FFT on polynomials sampled from small
and sparse ternary distributions, we can let the FFT take int16_t polynomial coefficients as in-
put, and represents frequency-domain values as 16-bit complex integers. The twiddle factors are
precomputed as an integer table and scaled by 2. During twiddle multiplication, intermediate
products are accumulated in 32-bit integers and scaled back by rounded right shifts. Since the
input polynomial is real-valued, the implementation computes only the unique half-spectrum
and recovers the corresponding spectral information using conjugate symmetry.

x86 reference implementation. The x86 reference implementation follows a portable C de-
sign and does not rely on platform-specific vector instructions. It uses the integer fixed-point
representation for inputs, twiddle factors, and intermediate complex values. The FFT is imple-
mented as a fixed-size half-spectrum transform. Instead of using a generic recursive FFT with
runtime length checks at every recursion level, the transform length is specialized at compile
time for the supported parameter set. This preserves the standard radix-2 decomposition while
removing unnecessary branch overhead from the recursive path. The complex multiplication by
twiddle factors is implemented with scalar 32-bit arithmetic, followed by rounded shifting to con-
trol the output range. The spectral bound check is also performed in scalar C by accumulating
the rejection condition over all unique frequency components.

x86 AVX2 optimized implementation. The optimized x86 implementation further restruc-
tures the integer FFT to better match AVX2 SIMD operations. First, the two halves of the real
input polynomial are folded into complex 16-bit integer values and placed in bit-reversed or-
der. Then, the transform is evaluated as log, 5 iterative out-of-place radix-2 stages over aligned
buffers. This regular iterative schedule is more suitable for aligned AVX2 loads and stores than
the recursive layout.

The main AVX2 optimization is the complex twiddle multiplication. Instead of expanding the
complex product into several scalar-style 32-bit multiplications, the optimized implementation
uses vpmaddwd-style 16-bit multiply-add operations. For each vector of complex values, the real
and imaginary parts are computed as

Re(t) = TreWre — TimWim, Im(t) = TreWim T TimWre-

This matches the pairwise 16-bit dot-product structure supported by AVX2 and reduces the
number of vector instructions in the FFT combine step. The implementation processes multiple
complex values in parallel, applies rounded shifts for fixed-point scaling, and packs the results
back into 16-bit complex form.

In the rejection-only path, the optimized implementation also fuses the final FFT stage with
the spectral bound check. Instead of materializing the complete half-spectrum and then scanning
it, the last-stage outputs are immediately squared and compared with the bound using AVX2
integer operations. The comparison results are accumulated into a vector rejection mask, and the
polynomial is accepted only when no component exceeds the bound. This fused design reduces
memory traffic and removes an extra pass over the spectrum.
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8.3 Efficient Sampling

The sampling procedure in this implementation consists of two main parts: public matrix sam-
pling and small secret/error vector sampling. All samples are deterministically expanded from
seeds through a unified XOF interface. Matrix indices or nonces are used for domain separation,
so that the pseudorandom streams for different polynomial components remain independent.

Public matrix sampling. The public matrix A is expanded from the public seed. For the (i, j)-
th polynomial entry of the matrix, two index bytes are appended to the input seed as domain-
separation information. When the transposed matrix A7 is required, the two indices are swapped.
For the parameter sets with modulus g = 257, each matrix coefficient is generated directly from
one XOF output byte, producing coefficients in the range [0,255]. This byte-oriented sampling
method avoids coefficient-wise rejection sampling and additional 9-bit unpacking, and therefore
has low implementation overhead. For PolarLAC-512 with modulus ¢ = 769, the public matrix
is sampled using a base-q grouped rejection method. Each group of five coefficients is expanded
from a 48-bit random integer smaller than 769°, while the remaining group of four coefficients
is expanded from a 39-bit random integer smaller than 769*. Random integers exceeding the
corresponding bounds are rejected, which ensures that the generated coefficients are unbiased
and uniformly distributed over Zrgg.

Small secret and error vector sampling. The small polynomials in the secret vector, error
vector, and encryption randomness are sampled from ternary distributions. For PolarLAC-Light
and PolarLAC-256, each coeflicient is generated from three random bits by, b1, by as a; = (bg —
b1)ba, which gives

For PolarLAC-128 and PolarLAC-512, each coefficient is generated from four random bits as
a; = (bg Aby) — (ba A b3), which gives
3 5 3

Prla; = —1] = 16 Pra; = 0] = 3’ Prla; = 1] = 6
This bit-oriented ternary sampler only requires shifts, bitwise operations, and additions/subtractions,
avoiding table lookups or costly discrete-distribution sampling. To control the decryption-failure
probability, some small polynomials are additionally filtered after generation. The implementa-
tion first samples a candidate polynomial from the seed and the current nonce, and then checks
whether its spectral norm is below a prescribed threshold. If the check fails, the nonce is increased
and a new candidate is sampled. This filtering procedure is mainly applied to the components
of the secret vector, error vector, and encryption randomness, such as s, e, 7, e;. The scalar error
eo is sampled directly from the corresponding ternary distribution without additional filtering.

8.4 Computational Performance

Implementation on x86 PolarLAC has been implemented both in C language and with Intel
AVX2 instructions for Intel x64 processors. In this section, we evaluate the performance of Po-
larLAC on Ubuntu 22.04 running on an Intel Core i9-11900K @ 3.50GHz processor with 32.0 GiB
memory. Turbo Boost and Hyperthreading are disabled during the tests. The code is compiled
with GCC 11.4.0, using the official compilation flags specified by the submission framework.

In the primary implementation, all hash and extendable-output functions are instantiated
through the official SM3-based interface required by the submission framework. This SM3-based
version is used as the default implementation for reporting the performance of PolarLAC. The
corresponding cycle counts of the C and AVX2 implementations are listed in Tables [ and

For the SM3-based implementation, the AVX2 version reduces the total cost of PolarLAC.PKE.CPA
by a factor of 1.08x-1.46x compared with the C implementation. For PolarLAC.KEM.CCA, the
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AVX2 implementation gives a speedup of up to 1.28x, while the overall speedup for the highest-
security parameter set is less pronounced because the cost of SM3-based seed expansion and
hash computations becomes a larger fraction of the total running time.

For reference, we also provide an alternative implementation in which the corresponding
hash and XOF calls are instantiated with SHAKE. This SHAKE-based version keeps the same
algorithmic structure, parameter sets, polynomial arithmetic routines, compression methods, and
constant-time control flow as the SM3-based implementation; only the underlying hash/XOF
primitive is replaced. Therefore, this version is intended only as a reference implementation for
evaluating the impact of different symmetric-primitives on the overall cycle count, rather than ag
the default submission implementation. The corresponding cycle counts are reported in Tables
and [L(.

In the SHAKE-based implementation, the AVX2 version achieves a larger reduction over
its C counterpart. Specifically, the total cost of PolarLAC.PKE.CPA is reduced by a factor of
2.99x-4.69x, and the total cost of PolarLAC.KEM.CCA is reduced by a factor of 2.73x-4.08x.
This indicates that, under the tested implementation setting, the performance contribution of
the hash/XOF layer is non-negligible. We therefore report the SHAKE-based results only as an
auxiliary comparison, while using the SM3-based implementation as the primary performance
result.

C Implementation AVX2 Implementation
KG | Enc | Dec | Total KG | Enc | Dec | Total

PolarLAC-Light [132,743| 156,827 | 41,700 | 331,270 [104,100|107,466|16,050| 227,617
PolarLAC-128 |143,487| 170,829 | 41,944 | 356,260 |113,098|118,951|15,383| 247,432
PolarLAC-256 |267,550| 351,464 | 90,555 | 709,569 |206,208|301,174|35,280| 542,662
PolarLAC-512 |815,669| 978,747 [209,976|2,004,391|840,824|932,955|75,176|1,848,954
PolarLAC-512* |914,496|1,056,912|186,600(2,158,007|818,837|885,237(83,478(1,787,552

Table 7: Computational performance of the official SM3-based C and AVX2 implementations of
PolarLAC.PKE.CPA.

Categories

C Implementation AVX2 Implementation
KG | Encaps | Decaps | Total KG | Encaps | Decaps | Total

PolarLAC-Light|142,480| 189,902 | 239,763 | 572,145 [117,979| 154,714 | 179,777 | 452,470

PolarLAC-128 |153,462| 202,702 | 253,435 | 609,599 |126,179| 164,271 | 189,033 | 479,482
PolarLAC-256 |277,609| 383,564 | 495,614 |1,156,787|220,977| 311,580 | 369,797 | 902,355
PolarLAC-512 |833,511|1,127,400|1,415,823|3,376,734|878,026|1,164,981|1,331,897|3,374,903
PolarLAC-512* [927,620(1,225,556|1,503,350(3,656,526(840,496|1,134,977|1,340,941|3,316,414
Table 8: Computational performance of the official SM3-based C and AVX2 implementations of
PolarLAC.KEM.CCA.

Categories
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C Implementation AVX2 Implementation
KG | Enc | Dec | Total KG | Enc | Dec | Total

PolarLAC-Light| 90,819 |114,226| 41,705 | 246,750 | 17,739 | 21,209 {16,312| 55,260
PolarLAC-128 | 93,578 [118,038| 41,593 | 253,210 | 17,585 | 20,886 |15,483| 53,954
PolarLAC-256 |188,753(240,395| 90,662 | 519,810 | 38,019 | 48,373 |35,546(121,938
PolarLAC-512 [410,691|534,691{207,145|1,152,527|126,429|155,947|75,234|357,610
PolarLAC-512* [506,609(629,114|184,774|1,320,497|160,723|196,745|83,945|441,413
Table 9: Computational Performance of the SHAKE-based C and AVX2 Implementations of
PolarLAC.PKE.CPA

Categories

C Implementation AVX2 Implementation
KG |Encaps|Decaps| Total KG |Encaps|Decaps| Total

PolarLAC-Light| 93,915 (123,769|173,877| 391,561 | 18,463 | 30,509 | 55,823 |104,794

PolarLAC-128 | 96,469 |127,484|177,799| 401,753 | 18,265 | 28,492 | 51,703 | 98,461
PolarLAC-256 [192,452|256,353|363,959| 812,764 | 39,135 | 64,938 [119,196|223,270
PolarLAC-512 |418,503|565,362|801,827|1,785,692|130,844|188,674(297,501|617,019
PolarLAC-512%* |512,991|662,312|884,311|2,059,614|162,757|232,727|357,925|753,410
Table 10: Computational Performance of the SHAKE-based C and AVX2 Implementations of
PolarLAC.KEM.CCA

Categories

Implementation on ARM We also implement PolarLAC on an ARMv8.2-A platform with
SVE support to evaluate its portability and performance on modern ARM processors. The
benchmark platform is a HiSilicon AArch64 server running Ubuntu 22.04 with GCC 11.4.0, and
the measured SVE vector length is 256 bits. We report two build profiles in the ARM tables. The
C baseline uses the finalized portable reference implementation and is compiled with the portable
reference build using -02, without -march=armv8.2-a+sve. The ARM/SVE implementation uses
the optimized source files and fixed component switches described below, and is compiled with
-03 -march=armv8.2-at+sve -flto.

The ARM implementation is derived from the finalized portable reference implementation.
The optimized code is limited to implementation-level replacements of the same algorithms in
the following components: polynomial arithmetic, including NTT/INTT, pointwise multiplica-
tion, and multiply-accumulate operations; sampling-layer helpers, including ternary sampling
and integer-FFT spectral-bound helpers where enabled by the fixed configuration; and Polar
decoding. The implementation does not change algorithm parameters, public-key or ciphertext
formats, sampling distributions, rejection thresholds, or FO/KDF behavior.

The SM3/API-PKC route and the SHAKE route are built as two separate fixed compile-time
configurations rather than by runtime backend switching. In the default SM3/API-PKC route,
the polynomial-arithmetic component and decoder are enabled, the ternary sampler optimiza-
tion is disabled, and the FFT-bound helper is enabled only for PolarLAC-512*. In the SHAKE
route, the polynomial-arithmetic component, ternary sampler optimization, and decoder are
enabled, and the FFT-bound helper is enabled for PolarLAC-Light, PolarLAC-128, PolarLAC-
256, and PolarLAC-512, but disabled for PolarLAC-512*. In both routes, the uniform-matrix
sampler remains part of the algorithm, but its dedicated ARM/SVE optimization component
is not enabled; that sampler uses the reference implementation path compiled with the route’s
optimization flags.

Tables @ and @ follow the same style as the x86 performance tables: they list the raw mea-
surements for the portable C implementation and for the selected ARM/SVE implementation.
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C Implementation ARM/SVE Implementation
KG |Encaps|Decaps| Total KG |Encaps|Decaps| Total

PolarLAC-Light| 54,518 | 70,599 | 87,780 | 212,897 | 51,061 | 64,789 | 77,491 | 193,342

PolarLAC-128 | 58,041 | 75,130 | 92,902 | 226,073 | 55,109 | 69,630 | 82,930 | 207,668

PolarLAC-256 |108,299|145,856|185,056| 439,211 | 96,490 |128,970|156,870| 382,331

PolarLAC-512 |304,354|404,779|500,283(1,209,416(317,933|417,140|502,874|1,237,947
PolarLAC-512* |318,665(420,491(508,437|1,247,593|311,499|413,345|502,011|1,226,855
Table 11: Computational performance of the default SM3-based C and ARM/SVE implementa-
tions of PolarLAC.KEM.CCA (median ns/op).

Category

C Implementation ARM/SVE Implementation
KG |Encaps|Decaps| Total | KG |Encaps|Decaps| Total

PolarLAC-Light| 34,852 | 44,128 | 60,793 |139,773| 24,601 | 28,619 | 39,231 | 92,451
PolarLAC-128 | 35,709 | 45,339 | 62,147 |143,195| 19,897 | 24,125 | 34,756 | 78,779
PolarLAC-256 | 73,161 | 94,036 [130,766/297,963| 50,047 | 59,601 | 82,267 191,915
PolarLAC-512 |147,711|190,911(266,777(605,399(100,157|121,150(170,719({392,026
PolarLAC-512* [162,544|207,270|272,194|642,008| 98,168 {119,596|168,609|386,373

Table 12: Computational performance of the SHAKE-based C and ARM/SVE implementations
of PolarLAC.KEM.CCA (median ns/op).

Category

Table @ reports the default SM3/API-PKC ARM implementation. Compared with the
portable C baseline, the selected ARM/SVE implementation gives end-to-end KEM speedups
of 1.10x, 1.09x, 1.15x, 0.98x, and 1.02x for PolarLAC-Light, PolarLAC-128, PolarLAC-256,
PolarLAC-512, and PolarLAC-512*, respectively. Thus, the default SM3 route gives modest end-
to-end gains for most parameter sets and remains close to the portable C baseline for PolarLAC-
512. Compiler flags alone were not sufficient on this platform: in separate compiler-only checks,
the ARMv8.2-A+SVE build of the portable reference source was consistently slower than the
portable -02 baseline for the SM3 KEM measurements: the median total KEM latency was slower
by 2.49%, 3.56%, 0.51%, 11.54%, and 9.86% for PolarLAC-Light, PolarLAC-128, PolarLAC-256,
PolarLAC-512, and PolarLAC-512*, respectively. The selected ARM/SVE implementation uses
hand-written arithmetic and decoder replacements to compensate for this regression and to
recover modest end-to-end gains for most parameter sets.

Table @ reports the SHAKE-based ARM implementation as an alternative instantiation.
Compared with the portable C baseline, the selected SHAKE-based ARM/SVE implementation
gives end-to-end KEM speedups of 1.51x, 1.82x, 1.55x, 1.54x, and 1.66x for PolarLAC-Light,
PolarLAC-128, PolarLAC-256, PolarLAC-512, and PolarLAC-512*, respectively. The larger speedups
in the SHAKE route reflect that the enabled ARM/SVE arithmetic, sampling, and decoder com-
ponents account for a larger fraction of the total KEM latency in this instantiation.

9 Features

The proposed scheme PolarLAC is endowed with the following features.

Module LWE: The scheme is constructed over module lattices using the polynomial ring
Zg|z]/(z™ + 1) at all security levels. This ring is a broadly studied building block within a
standard KEM framework equipped polar codes for error correction. Different security levels
can be achieved by adjusting the corresponding ring parameters, modulus, and distributions.
Consequently, optimized implementations can be easily adapted across different security levels.
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NTT-Friendly Modulus: PolarLAC-128, -256, -512 chooses a NTT friendly moduli ¢ = 257
to improve the efficiency. Despite 257 is larger than 1 byte, we optimize the sampling of the
public key and storage of the ciphertext to ensure all polynomials are handled within 1 byte
per coefficient. We select another NTT-friendly modulus ¢ = 769 for PolarLAC-512* to ensure a
DFR below 27°12, for which efficient sampling and storage methods are also provided.

DFR Matched to the Security Level: To protect PolarLAC against DFR attacks, Polar-
LAC-128, -256, -512* are designed deliver DFR strictly matched to their target security levels.
Experiments validate that even resource-exhaustion precomputation strategies fail to induce
decryption failures, which proves that PolarLAC is immune to DFR-based attacks.

Spectral Rejection Sampling: To suppress the influence of the error correlations, we perform
spectral rejection sampling to the secret and noise polynomials. This can effectively minimize
the odds of extremely bad decryption errors under DFR attacks. Fundamentally, the proposed
method efficiently filters out abnormal noise components while maintaining a minor rejection
rate. In additional, we provide an alternative rejection sampling via autocorrelation polynomials
which can achieve the same effectiveness as the spectral rejection sampling without FFT opera-
tions. This offers flexibility in selecting the suitable rejection sampling scheme according to the
target architecture and implementation environment.

Polar Codes: PolarLAC is remarked by polar codes which leverage the “soft information” (i.e.

likelihood ratio %) to recover the noisy plaintext message. This effectively increases the

capability of error correction compared with the hard-decision decoding method. Meanwhile,
polar codes allow code construction for arbitrary message lengths. This enables flexible bitwise
adjustment of the code rate under a fixed code length. When the length of the message to be
encrypted or the key to be negotiated is smaller than the target security level, one can switch to
polar codes with the same set of parameters but a lower code rate to strengthen the robustness of
the error correction module. Conversely, if the required message or negotiated key length exceeds
the security level, one can increase the code rate to maintain a certain level of error correction
capability within the system, as well as maintaining the CPA security.
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